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Notice

The Broadband Forum is a npnofit corporation organized to create guidelines for broadband
network system development and deployment. Abistract Test Plahas been approved by
members of the Forum. Thisbstract Test Plars subject to change. Thigbstract Test Plars
copyrighted by the Broadband Forum, and all rights are reserved. PortionsAifdtrectTest
Planmay be copyrighted by Broadband Forum members.

Intellectual Property

Recipients of thig\bstract Test Plaare requested to submit, with their comments, notification
of any relevant patent claims or other intellectual property rights of which they may be aware
that might be infringed by any implementation of tAlsstract Test Plaror use of any software
code normatively referenced in tibstract Test Plarand to provide supporting

documentation.

Terms of Use

1. License

Broadband Farm hereby grants you the right, without chaxyeaperpetual, nomexclusive and
worldwide basis, to utilize th&bstract Test Plafor the purpose of developing, making, having
made, using, marketing, importing, offering to sell or license, and selling or licensing, and to
otherwise distribute, products complying with #hiestract Test Plann all casesubject to the
conditions set forth in this notice and any relevant patent and other intellectual property rights of
third parties (which may include members of Broadband Fordinis license grant does not
include the right to sublicense, dify or create derivative works based uponAlstract Test
Planexcept to the extent thisbstract Test Plamcludes text implementable in computer code,

in which case gur right under this License to create and modify derivative works is limited to
modifying and creating derivative works of such code. For the avoidance of doubt, except as
gualified by the preceding sentence, products implementind\tissact Test Plaare not

deemed to be derivative works of thbstract Test Plan

2. NO WARRANTIES

THIS ABSTRACT TEST PLANIS BEING OFFERED WIHOUT ANY WARRANTY
WHATSOEVER, AND IN FARTICULAR, ANY WARRANTY OF NONINFRINGEMENT IS
EXPRESSLY DISCLAIMED ANY USE OF THISABSTRACT TEST PLANSHALL BE
MADE ENTIRELY AT THE IMPLEMENTER'S OWN R8K, AND NEITHER THE
BROADBAND FORUM, NORANY OF ITS MEMBERS R SUBMITTERS, SHALLHAVE
ANY LIABILITY WHATSO EVER TO ANY IMPLEMENTER OR THIRD PARTY PR ANY
DAMAGES OF ANY NATURE WHATSOEVER, DIRECTY OR INDIRECTLY, ARISING
FROM THE USE OF THIABSTRACT TEST PLAN

3. THIRD PARTY RIGHTS

Without limiting the generality of Section 2 aboBROADBAND FORUM ASSWMES NO
RESPONSIBILITY TO COMPILE, CONFIRM, UPDATE OR MAKE PUBLIC ANY THIRD
PARTY ASSERTIONS OFPATENT OR OTHER INTELECTUAL PROPERTY RIGHS
THAT MIGHT NOW OR INTHE FUTURE BE INFRINGED BY AN IMPLEMENTATION
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OF THEABSTRACT TEST PLANIN ITS CURRENT, ORN ANY FUTURE FORM. F
ANY SUCH RIGHTS AREDESCRIBED ON THEABSTRACT TESTPLAN, BROADBAND
FORUM TAKES NO POSITON AS TO THE VALIDITY OR INVALIDITY OF SUCH
ASSERTIONS, OR THATALL SUCH ASSERTIONSTHAT HAVE OR MAY BE MADE
ARE SO LISTED.

The text of this notice must be included in all copies ofAlhistract Test Plan

© 2017, The Broadband Forum. All rights reserved. This Broadband Forum document
(ATP-069 specifies the Test Plan on which is based the BBF.069 Certification Program fg
TR-069enabled products Through an open selection process, the Broadband Forum
entered into an agreement with one or more independent Test Agencies to offer
commercial teding services against this Test Plan and to confirm results to the Broadbang
Forum in connection with the Forum's delivery of BBF.069 Certification. Offering
Certification testing services against this Test Plan is reseed to the Test Agencies duly
authorized by the Broadband Forum. Broadband Forum members can independently test
againstATP-069, but may only produce limited reports which only detail where a given
product has failed a test case

NOTE: The right to display a Broadband Forum Certification Logo may only be
granted by the Broadband Forum, and that right is available only to Broadband Forum
members that have successfully passed certification testing by a duly authoriz€est
Agency. Further details on he Broadband Forum Certification Programs can be found
at http://www.broadband -forum.org/technical/certification.php
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Executive Summary

In order to ensure the continued growth of theOd® market and further the interoperability of
the protocol, the Broadband Forum isating a TR069 Certification Program. Within this
program, devices implementing a -9 management interface may be tested for their
conformance to the THR69 spedication and various datanodels. The TRO69 Certification
Program will be released inffering phases, with the initial focus of verifying the conformance
of a CPE device to the FB69 base specification. To provide a consistent scope for this
verification, the Broadband Forum developed test plans that are to be used by the testing
agencis in the verification process.

ATP-069provides a test plan that may be used to verify conformance of a CPE Device to the
requirements defined in FB69.
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1 Purpose and Scope

1.1 Purpose

The purpose oATP-069is to provide a set of test cases, which will be used as a common testing
language during CWMP CPE Conformance certificafiidre certification program is defined in
BBF Document OEB61.

1.2 Scope

The tests detailed iIATP-069are only intended to facilitate F&69 conformance testing. The
tests inATP-069are limited to CWMPenabled CPE devices.
All tests spedied in ATP-069are directly derived from the FB69 specification.
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2 References and Terminology

2.1 Conventions

In this Abstract TesPlan several words are used to sigrtifie rejuirements of the specification.
These words are always capitalized. More information can be found be in RFC 2119.

MUST This word, or the term AREQUI
absolute requirement of the specification.

MUST NOT This phrase means that the definition is an absolute prohibition of
specification.

SHOULD This word, or the term ARECOM
exist valid reasons in particular circumstances to ignore this item,
the full implications need to henderstood and carefully weighed
before choosing a different course.

SHOULD NOT This phrase, or the phrase "NOT RECOMMENDED" means that t
could exist valid reasons in particular circumstances when the
particular behavior is acceptable or even uséiui the full
implications need to be understood and the case carefully weighe
before implementing any behavior described with this label.

MAY This word, or the term AOPTI O
an allowed set of alternatives. An implemeiotathat does not
include this option MUST be prepared to intgrerate with another
implementation that does include the option.
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2.2 References

The following references are of relevance to Alistract Test PlarAt the time of publication,
the editions indicated were valid.
A list of currently valid Broadband Forum Technical Reports is publishegvat broadband

forum.org

Document Title Source Year

[1] TR-069 CPE WAN Management Protocol BBF July 2011
Amendment 4
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Amendment 2 069
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Amendment 1
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2.3 Definitions

Auto-Configuration Server

Access Node

DSL AccesdMultiplexer

2.4 Abbreviations

This Abstract Test Planses the following abbreviations:

May 2017

Auto-Configuration Server

Common Name

Customer Premise Equipment

CPE WAN Management Protocol
Dynamic Host Configuration Protocol
Domain Name System

Device Under Test

File transfer Protocol

Hypertext Transfer Protocol

Hypertext Transfer Protocol over Secure Socket Layer

Identifier

Internet Gateway Device
Internet Protocol

Internet Protocol version 6
Local Area Network

Network Address Translation
Network Time Protocol
Request for Proposal
Residential Gateway
Remote Procedure Call
Simple Object AccesBrotocol
Secure Socket Layer
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This is a component in the broadband network responsible for autc
configuration of the CPE for advanced services.
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STB
STUN
TCP
TFTP
TLS
TR
TTL
UDP
URL
URN
uTC
UTF
uuID
VolP
WAN
XML
TR
WG
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Set Top Box

Session Traversal Utilities for NAT
Transmission Control Protocol
Tiny File transfer Protocol
Transport Layer Security
Technical Report

Time to Live

UserDatagram Protocol,
Universal Resource Locator
Uniform Resource Name
Coordinated Universal Time

ATP-069Issue2 Corrigendum 1

Universal MultipleOctet Coded Character Set Transformation Format

Universally Unique Identifier
Voice over InterneProtocol
Wide Area Network
Extensible Markup Language
Technical Report

Working Group
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3 Abstract Test Planimpact

3.1 Energy Efficiency
ATP-069has no impact on Energy Efficiency.

3.2 IPv6

ATP-069is required to support the IPv6 protocol. DHCPV6 is used by th@6BRprotocol on
the WAN to discover the CPE. DHCPV6 is also used on the LAN to determineeDdentity
when testing gateways.

3.3 Security

ATP-069requires the use of authentication when connecting CPE to an ACS. Use of an HTTPS
URL indicates that the CPE can establish an SSL or TLS connection to the ACS

Appendix B contains the steps that will be used to generate the Certificate of Authentication for
this Certification Test Plan.

3.4 Privacy
ATP-069has no direcimpact on user data privacy.
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4 Test Setup

4.1 TestEquipment

The necessary set of test equipment to deliver reliable and repeatable test results is specified in
Tablel.

Table 1: Required Test Equipment

Test Equipment Description and Functional Capabilities

CWMP Analyzer For infrastructure needs, an CWMP Analyzer will be provided to
emulate the connections from CPE under test to a WAN. This dev
will allow control of ACS protocol requests and responses.

Traffic Analyzer To verify certain test metrics, Analyzers will be provided dependent
upon the connection between the CPE and CWMP Analyzer.

Access Node For infrastructure needs, a Access Node will be provided tgérid
connections from the CPE under test to the CWMP Analyzer.

File Server In order to facilitate testing the Download RPC and other RPCs, a {

server will be provided on which firmware files are loaded that can
be accessed via HTTP and/or FTP.

CPE Customer Premise Equipment are devices under test in this
conformance test plan

4.2 Test Setup and Execution

A typical basic test setup is shown belowrigurel, this setup requires no media conversion.

Figure 2 depicts a Basic IGD test setup that requires edienconversionFigure3 depicts a test

setup that requires an access node and router to allow connection of ACS arfeidLipéd

shows the samecaess node test setup for IGD testing.

It is assumed that in the course of the testing, unless otherwise noted, that the network test setup
remains in place for the duration of th&iee test period. That is, though each test case specifies
Aconnect the DUT and ACS to the test networ ko
in between test cases.

Device
Under Test

ACS Emulator Gateway
DM 5/ File /[DHCP Servers

Figure 1: RG Test Setup via Ethernet

May 2017 © The Broadband Forum. All rights reserved 17 of 155



TR-069 Abstract Test Plan ATP-069Issue2 Corrigendum 1

Device
Under Test

ACS Emulator Gateway LAN CPE
DN S/ Filef DHCP Servers

Figure 2: End Device Test Setup via Ethernet through an RG

Device
Under Test

ACS Emulator MWetwork Router Access Node Gatewsy
DINS/File /DHCP Servers

Figure 3: RG Test Setup via DSL/PON/Cable

Device
Under Test

ACS Emulator MNetwork Router Access Node Gateway LARLERE
DN S/File/ DHCP Servers

Figure 4: End Device Test Setup via Ethernet through an RG connected via
DSL/PON/Cable

Test Execution

Each test is defined as either fAautomatedo
are able to be performed sequentially by the test setup, through a test automation environment
that is outside the scope of thisadiment. These tests, performed sequentially, may causes
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changes to the DUTO0s state during the course
automated tests independently of those requiring manual intervention.

Those requiring manual interventicequire some type of interaction between the performers of

the test and the DUTO6s interface in order to
procedur es. These interventions, and the tes
during the course of testing. It is recommended to perform all manual tests independently of

those that are able to be automated.

Validation of Underlying Protocols and Universal Test Metrics

CWMP, as defined in TR69, relies on several underlying protacoWhile it is outside the

scope of this document to exhaustively test the requirements of these underlying protocols, it is
necessary to test the functionality that will be required in order to have a functional CWMP
system.

For each test for which a OVIP transaction occurs, the following metrics apply:

1. Validate that the HTTP sent by the DUT conforms to RFC 2616, HTTP 1.1.
1 Verify that the first line matches POST <URI> HTTP/1.1 CRLF. (Section 5.1)

1 Verify that headers are terminated with CRLF and tiseeeedouble CRE between
the headers and the body (Section 5)

1 Headers areformedfiellame A: 0 val ue (Section 4. 2)
The Host Header is present and properly formed. Section 14.23)

1 Validate that either the Contebéngth or the Transfdéncoding: chunketieader is
present. All TR69 messages require a message body, sometimes it must be empty.
(Section 4.3, 4.4)

1 If ContentLength is present, validate that the body of the message matches the
content length specified. (Section 14.13)

1 If TransferEncoding:chunked is present, validate the chunks are properly formed.
(Section 3.6.1, 14.41)

2. Verify that the DUT conforms to the requirements in@®Rsection 3.4.Encoding
SOAP over HTTP and section 3.4.6 Additional HTTP requirements, specifically:

1 Verifythatt he DUTO6s SOAP responses to reqguests
sent over a subsequent HTTP POST.

1 Verify that when an HTTP response from the DUT contains a SOAP Envelope, the
HTTP ConteriTy pe header has a type/ subtype of

91 Verify that any enpty HTTP POST from the DUT does not contain a SOAPAction
header.
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1 Verify that any empty HTTP POST from the DUT does not contain a Cemnyget
header.

3. Validate the cookie handling requirements of®Rsection 3.4.2. All tests in this
document will use aakies marked for Discard.

4. Validate the SOAP body against the appropriate version of th@dT$thema.

1 The SOAP message uses SOAP 1.1 envelope namespace identifier:
fihttp://schemas.xmlsoap.org/scap/elop®

1 The SOAP message uses SOAP 1.1 serialization namespace identifier:
fihttp://schemas.xmlsoap.org/soap/encoding

1 The SOAP message uses a namespace identifier compliant with the CWMP Protocol
version.

4.3 CPE Test Requirements

In order to test the conformancead€PE deviceit MUST meet some requirements:
1. The CPE should be configurable, through non CWMP means, to mitalfication of
SSL, ACS usernames and passwords, ACS URL, and provide a means to change
parameters for Active Notification tests.
2. The CPE MUST have two/three firmware images that are identical except for versioning
to perform download testing.

3. Thefiimwa e i mages provided for cer tfidriwm.tdrogo |
as the default ACS URL. When a FactoryReset is performed this ACS URL value will
persist.

4. The CPE should provide the means to monitor or configure the following:
a. Implemented RPCs
b. Implemented Optional RPCs
c. Atleast one Parameter that supports Active Notification and value can be
modified by noRCWMP methods
d. Atleast one Parameter that supports Passive Notification and value can be
modified by noRCWMP methods
e. Detailed steps to changeCS URL, ACS Username/Password,
ConnectionRequest Username/Password, Periodicinforminterval,
PeriodicinformEnable, and CWMPEnable, via fOWMP methods.
f. Parameters that can have Objects created and deleted
g. TR-069 container parameter (full path) that camsaino leafs
h. Steps to perform FactoryReset and bring the device back to working order
Detailed steps to download files
Detailed steps to provision Primary WAN Connection
k. Detailed steps on activating any debug/logging feature
Detailed Recovery steps to britige device back to working order

— — —
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4.4 CPE Optional Functionality Test Requirements

If the CPE supports any of the following optional functionality, it MUST support the means to
monitor or configure the corresponding test requirement outlinédbith Optional Functionality
Tests

45 Test Validation

A test is considered successful (or passed) when the corresponding test procedure has been
completed and the specified success metrics are attained. Testvahdabed by observing
functional changes in the DUTSs, through feedback interfaces on the devices under test, results
attained from the CWMP Analyzer, and via adine protocol analyzer.

Latency in the network or discrepancies in the clocks of the @BERAGS can cause minor
variations in the time values associated with each test case that contain metrics dealing with
exact time values. Due to this variance, tests that have metrics dealing with exact times also
have a latency time value associated ighaither a plus(+) or minug(time value in the test
metric.

4.6 Optional Functionality Tag

The Optional Functionality Tag labels a test as Mandatory or Conditionally Mandatory.
Mandatory tests are tests that are required to be run against all DUTs lrfregice

Conditionally Mandatory tests are only run against DUTSs that support stated functionality of the
specific testSupported functionality is communicated to the test lab at the beginning of testing.
Every supported RPC MUST be returned in the GetR&BodsResponse in test case 5.43, and
any Optional RPC that is returned in that test case MUST be considered supported for the
purpose of this test plan.

4.6.1 Optional Functionality Tests

. . . Required
Optional Functionality Tag Test Case Number Configuration
DHCPACS URL Discovery At least oneof the 511
following MUST be run) '

DHCPv4 ACS URL Ability to set the
Discovery 51,53,55,5.12 ACS URL to null
DHCPVE ACS URL | 55 54, 5.6,5.13
Discovery
Optional CWMP Configuratioin ACS URL Detailed steps to
change on the DUy third party means 5.16 change the ACS URI

on the CPE.

Secure CWMP Session (At least one of the

following MUST be run) 5.25.5.26,5.33,5.34 Detailed steps to loa

Secure CWMP 522 a new Certificate of
Sessiori SSL 3.0 ' authentication

Secure CWMP
Sessionn TLS 1.0 2.23
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Secure CWMP

Sessiori TLS 1.2 | 2?4
Optional RPQ Cancel Transfer 5.4
Optional RPQ" Upload 5.8, 5.8, 587, 5.2
Optional RPQ Schedulelnform 5.88
Optional RPQ" FactoryReset 5.89
Optional RPQ GetAllQueuedTransfers 5.94
Optional Parametdr Enable CWMP 5.10
Absolute Time 5.103, 5.104
Optional Parametér NotificationThrottle 5.105
XMPP Connection Request 51117 5.12
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5 Test Procedures

5.1 ACS Discovery using DHCPv4

Purpose:
This testis designed to verify that the DUT attempts to use DHCPv4 to discover the ACS
URL when the DUT has no value for the ManagementServer.URL

Optional Functionality Tag:
Conditionally Mandatory DHCPv4 ACS URL Discovery

References:
Section 3.1/TR)69al or &ter
RFC 2132

Test Execution Type:
Manual

Normative Description:

According to Broadband Forum T869 specification, a CWMP enabled CPE must use
DHCP to attempt to discover the ACS URL when the CPE has no value (empty or null) for the
parameter ManagemiServer.URL. A CPE identifies itself to the DHCP server as supporting
this method by including the string Adsl forum
Class Identifier ( DHCP option 60 ). The CPE may then use the values received from the DHCP
sewrer in the Vendor Specific Information ( DHCP option 43 ) to set the URL of the ACS and the
Provisioning Code.

Test Setup:
1. Configure the DHCPv4 server or simulator to include the ACS URL in its DHCPv4
option 43.
2. Configure the DUT to have an empty orlndlue for the ManagementServer.URL
parameter.
3. Connect the DUT, DHCPv4 server or simulator, and CWMP Analyzer to the network
infrastructure
Procedure:
See IR069i2
Test Metrics:
See IR069i2
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5.2 ACS Discovery using DHCPv6

Purpose:
This test is designed verify that the DUT attempts to use DHCPV6 to discover the ACS
URL when the DUT has no value for the ManagementServer.URL.

Optional Functionality Tag:
Conditionally Mandatory DHCPv6 ACS URL Discovery

References:
Section 3.1/TRD69a3 or later
RFC3315

Test Execution Type:
Manual

Normative Description:
According to Broadband Forum T869 specification, a CWMP enabled CPE must use
DHCP to attempt to discover the ACS URL when the CPE has no value (empty or null) for the
parameter ManagementServaRU. A CPE identifies itself to the DHCP server as supporting
this method by including the string Adsl forum
Class (DHCP option 16). The CPE may then use the values received from the DHCP server in
the Vendor Secific Information (DHCPvV6 option 17)to set the URL of the ACS and the
Provisioning Code.

Test Setup:
1. Configure the DHCPvVG6 server or simulator to include the ACS URL in its DHCPv6
options.
2. Configure the DUT to have an empty or null value for the Managégerver.URL
parameter.
3. Connect the DUT, DHCPV6 server or simulator, and CWMP Analyzer to the network
infrastructure.
Procedure:
See IR069i2
Test Metrics:
See IR069i2
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5.3 ACS Rediscovery using DHCPv4

Purpose:
This test is designed to verify that th&JT consistently utilizes DHCPv4 to discover the
ACS URL.

Optional Functionality Tag:
Conditionally Mandatory DHCPv4 ACS URL Discovery

References:
Section 3.1/TRD69al or later
RFC 2131

Test Execution Type:
Manual

Normative Description:

According toBroadband Forum TR69 specification, a CWMP enabled CPE must
utilize the same method for acquiring an ACS URL that it was originally configured to use,
regardless of the mechanism used to change the ACS URL at a later point.

Test Setup:
1. Configure the DHCP server or simulator to incladealid ACS URL in its DHCPv4
options.
2. Configure the DUT so that it must use DHCP to obtain an ACS URL the first time after
its most recent factory default.
3. Connect the DUT, DHCPv4 server or simulator, @WIMP Analyzer to the network
infrastructure.
Procedure:
See IR069i2
Test Metrics:
See IR069i2
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5.4 ACS Rediscovery using DHCPv6

Purpose:
This test is designed to verify that the DUT consistently utilizes DHCPvV6 to discover the
ACS URL.

Optional Functionality Tag:
Conditionally Mandatory DHCPv6 ACS URL Discovery

References:
Section 3.1/TRD69a3 or later
RFC 3315

Test Execution Type:
Manual

Normative Description:

According to Broadband Forum T869 specification, a CWMP enabled CPE must
utilize thesame method for acquiring an ACS URL that it was originally configured to use,
regardless of the mechanism used to change the ACS URL at a later point.

Test Setup:
1. Configure the DHCPV6 server or simulator to incladealidACS URL in its DHCPv6
options.

2. Configure the DUT so that it must use DHCP to obtain an ACS URL the first time after
its most recent factory default.
3. Connect the DUT, DHCPV6 server or simulator, and CWMP Analyzer to the network
infrastructure.
Procedure:
See IR069i2
Test Metrics:
See R-069i2
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5.5 DHCP Retry to the DHCPv4 server

Purpose:
This test is designed to verify that the DUT retries its DHCP message when it does not
receive a reply from the DHCP server.

Optional Functionality Tag:
Conditionally Mandatory DHCPv4 ACS URL Discosry

References:
Section 3.1/TRD69al or later
RFC 2131

Test Execution Type:
Automated

Normative Description:
According to Broadband Forum T869 specification, a CWMP enabled CPE must send
a DHCP packet if it cannot communicate with the ACS indicatatidyegotiated ACS URL
value. Further, it must retry its DHCP packet if it does not receive a DHCPACK from the DHCP
server within a reasonable time. This requirement is in accordance with RFC 2131.

Test Setup:
1. Configure the DHCP server or simulatorinclude the ACS URL in its DHCP options.
2. Configure the DUT to have an empty or null value for the ManagementServer.URL
parameter.
3. Connect the DUT, DHCP server or simulator, and CWMP Analyzer to the network
infrastructure.
Procedure:
See IR069i2
Test Metics:
See IR069i2
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5.6 DHCP Retry to the DHCPV6 server

Purpose:
This test is designed to verify that the DUT retries its DHCPv6 message when it does not
receive a reply from the DHCP server.

Optional Functionality Tag:
Conditionally Mandatory DHCPV6ACS URL Discovery

References:
Section 3.1/TRD69a3 or later
RFC 3315

Test Execution Type:
Automated

Normative Description:

According to Broadband Forum T869 specification, a CWMP enabled CPE must send
a DHCPv6 packet if it cannot communicate with A@S indicated by the negotiated ACS URL
value. Further, it must retry its DHCPv6 packet if it does not receive a DHCPACK from the
DHCP server within a reasonable time. This requirement is in accordance with RFC 3315.

Test Setup:
1. Configure the DHCP server simulator to include the ACS URL in its DHCPv6 options.
2. Configure the DUT to have an empty or null value for the ManagementServer.URL
parameter.
3. Connect the DUT, DHCPV6 server or simulator, and CWMP Analyzer to the network
infrastructure.
Procedure:
See IR069i2
Test Metrics:
See IR069i2
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5.7 Session Initiation and Termination

Purpose:
This test is designed to verify that the CPE is able to initiate and terminate a session

properly.

Optional Functionality Tag:
Mandatory- Baseline Protocol

References:
Sections 3.4.2, 3.7.1.1, 3.7.1.4/DR9al or later

Test Execution Type:
Automated

Normative Description:

According to Broadband Forum TB69 specification, once a connection between a CPE
and an ACS is established, the CPE initiates a sebgigending an initial Inform RPC on the
ACS in an HTTP POST message. If and only if the CPE receives a successful Inform response to
the Inform Request, the CPE considers the session to have been successfully initiated. Once
initiated, the CPE must termate the transaction session only when all of the following
conditions are met:

The ACS has no further requests to send the CPE. The CPE concludes this if and only if
the most recent HTTP response from the ACS was empty.
The CPE has no further requestsénd to the ACS and the CPE has issued an empty HTTP
POST to the ACS while HoldRequests is false (which indicates to the ACS that the CPE has no
further requests for the remainder of the session). As defined in Table 6, if this condition has not
been mebut the CPE has no further requests or responses, it MUST send an empty HTTP
POST, which will then fulfill this condition.
The CPE has received all outstanding response messages from the ACS.
The CPE has sent all outstanding response messages to thesdifg from prior requests.
Figure below is an example of a session.
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CPE ACS

Open connection

<<:::::j SSL initiation [:::::3>

HTTP post
Inform request

HTTP response

Inform response

HTTP post (empty)

HTTP response
GetParameterValues request

HTTP post
GetParameterValues response

HTTP response
SetParameterValues request

HTTP post
SetParameterValues response

HTTP response (empty)

Close connection

Test Setup:

ATP-069Issue2 Corrigendum 1

1. Configure the CPE to use the ACS URL set on the CWMP Analyzer.
1. Connect the CPE, and CWMP Analyzer to the network infrastructure.

Procedure
See IR069i2
Test Metrics:
See IR069i2
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5.8 Session Initiation and Termination With no RPC

Purpose:
This test is designed to verify that the CPE is able to initiate and terminate a session
properly.

Optional Functionality Tag:
Mandatory- Baseline Protocol

References:
Sectiors 3.4.2, 3.7.1.1, 3.7.1.4/TB669al or later

Test Execution Type:
Automated

Normative Description:
According to Broadband Forum TB69 specification, once a connection between a CPE
and an ACS is established, the CPE initiates a session by sending an initial Inform RPC on the
ACS in an HTTP POST message. If and only if the CPE receives a successfulregponse to
the Inform Request, the CPE considers the session to have been successfully initiated. Once
initiated, the CPE must terminate the transaction session only when all of the following
conditions are met:
T The ACS has no f urhteh eOP Er.e glTunees tCsP Et oc osnecndud e s
the most recent HTTP response from the ACS
T The CPE has no further requests to send to
HTTP POST to the ACS while HolhHeReAQq@WS stthsati st
CPE has no further requests for the remain
this condition has not been met but the CP

MUST send an empty HTTP POST,onwhich will t|
T The CPE has received al/l out standing respo
T The CPE has sent all out standing response

requests.

Test Setup:
1. Configure the CPE to use the ACS URL set on the CWMP Analyzer.
2. Connect the CB, and CWMP Analyzer to the network infrastructure.
Procedure:
See IR069i2
Test Metrics:
See IR069i2
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5.9 Persistent TCP Connection Across a Single CWMP session

Purpose:
The purpose of this test is to verify that the ACS and CPE can maintain a persistent TCP
connection across a single CWMP sessions.

Optional Functionality Tag:
Mandatory- Baseline Protocol

References:
Section 3.4.2/TFR069al or later

Test Execution Type
Automated

Normative Description:

According to Broadband Forum TB69 specification, when a CPE receives an
authentication challenge from ACS, the CPE must send the next HTTP request (including the
AAut hori zationd HTTP he addessthe AGS spehificalls a me TCP
requested, via a AConnection: closed HTTP hea

Test Setup:
1. Configure the DUT to use the ACS URL set on the CWMP Analyzer.
2. Connect the DUT and CWMP Analyzer to the network infrastructure.
Procedure:
See IR069i2
Test Metrics:
See IR069i2
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5.10 Multiple TCP Connections Across a Single CWMP session

Purpose:
This test is designed to verify that ACS and CPE can maintain multiple TCP connections
over a single CWMP session.

Optional Functionality Tag:
Mandatory- Baseline Protocol

References:
Section 3.4.2/TFR069al or later

Test Execution Type:
Automated

Normative Description:

According to Broadband Forum T869 specification, for a sequence of transactions
forming a single sessipa CPE should maintain a TCP connection that persists throughout the
duration of the session. However, if the TCP connection is cleanly closed after an HTTP
request/response round trip, and if the session has not otherwise terminated (either successfully
or unsuccessfully) at the time of the last HTTP response, the CPE MUST continue the session by
sending the next HTTP request in a new TCP connection.

Test Setup:
1. Configure the DUT to use the ACS URL set on the CWMP Analyzer.
2. Connect the DUT and CWMP Analgr to the network infrastructure.
Procedure:
See IR069i2
Test Metrics:
See IR069i2
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5.11 Connection to ACS uses same mechanism after factory reset

Purpose:
This test is designed to verify that the DUT correctly connects to an ACS using the same
connection mechanism as was used prior to the DUT being reset to factory defaults.

Optional Functionality Tag:
Conditionally Mandatory DHCP ACS URL Discovery

References:
Section 3.1/TRD69al or later

Test Execution Type:
Automated

Normative Descriptn:

According to the Broadband Forum 089 specificationthe CPE MUST remember the
mechanism it used to locate the ACS after each factory reset. If the CPE did not use DHCP to
discover the ACS URL, then it SHOULD NOT fall back to using DHCP for Ali38overy. If
the CPE originally used DHCP for ACS discovery, then when it fails to contact the ACS, it
MUST perform rediscovery via DHCP.

Test Setup:

1. Configure the DUT to have an empty ACS URL.

2. Configure the DUT to use DHCP to discover the ACS

3. Connectlhe DUT, and CWMP Analyzer to the network infrastructure.
Procedure:

See IR069i2
Test Metrics:

See IR069i2
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5.12 Handling Null Terminated ACS URL obtained from DHCPv4Server

Purpose:
This test is designed to verify that the DUT correctly interprets etsdugon the ACS
URL used.

Optional Functionality Tag:
Conditionally Mandatory DHCPv4 ACS URL Discovery

References:
Section 3.1/TRD69al or later
RFC 2131

Test Execution Type:
Manual

Normative Description:

According to Broadband Forum T8&69 specification, a CWMP enabled CPE must
handle a null terminated ACS URL by accepting the URL as valid, without including the null
terminating character in the URL.

Test Setup:
1. Configure the DHCPv4 server or simulator to include the ACS URL in its DHCPv4
options.
2. Configure the DUT to have an empty or null value for the ManagementServer.URL
parameter.
3. Connect the DUT, DHCPv4 server or simulator, and CWMP Analyzer to the network
infrastructure.
Procedure:
See IR069i2
Test Metrics:
See IR069i2
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5.13 Handling Null Terminated ACS URL obtained from DHCPv6 Server

Purpose:
This test is designed to verify that the DUT correctly interprets and acts upon the ACS
URL used.

Optional Functionality Tag:
Conditionally Mandatory DHCPv6 ACS URL Discovery

References:
Section 3.1/TRD69a3 or later
RFC 3315

Test Execution Type:
Manual

Normative Description:

According to Broadband Forum T869 specification, a CWMP enabled CPE must
handle a null terminated ACS URL by accepting the URL as valid, without including the nul
terminating character in the URL.

Test Setup:
1. Configure the DHCPvVG6 server or simulator to include the ACS URL in its DHCPv6
options.
2. Configure the DUT to have an empty or null value for the ManagementServer.URL
parameter.
3. Connect the DUT, DHCPV6 server simulator, and CWMP Analyzer to the network
infrastructure.
Procedure:
See IR069i2
Test Metrics:
See IR069i2
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5.14 Handling DNS server response

Purpose:
This test is designed to verify that the DUT does not cache the DNS server response
beyond the duration of time to live (TTL) returned by DNS server.

Optional Functionality Tag:
Mandatory- Baseline Protocol

References:
Section 3.1/TRD69al or later
DNSRFC 1034

Test Execution Type:
Automated

Normative Description:

According to Broadband Forum T869 specification, the CPE must not cache the DNS
server response beyond the duration of time to live (TTL) returned by DNS server unless it
cannot contact tnDNS server for an update. This behavior is required by DNS RFC 1034 and
provides an opportunity for the DNS Server to update stale data.

Test Setup:
1. Configure the DUT to have a valid value for the ManagementServer.URL parameter.
The URL requires DNSasolution
2. Connect the DUT, DNS server, DHCP server, and CWMP Analyzer to the network
infrastructure.
Procedure:
See IR069i2
Test Metrics:
See IR069i2
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5.15 ACS Modifies URL

Purpose:
This test is designed to verify that the DUT accepts, interpretsjtdizds a new ACS

URL set by the ACS via CWMP.

Optional Functionality Tag:
Mandatory- Baseline Protocol

References:
Section 3.1/TRD69al or later

Test Execution Type:
Automated

Normative Description:

According to Broadband Forum TB69 specificationpnce the CPE has established a
connection to the ACS, the ACS may at any time modify the ACS address Parameter stored
within the CPE. Once modified, the CPE must use the modified address for all subsequent
connections to the ACS.

Test Setup:
1. Configurethe DUT to use the ACS URL set on the CWMP Analyzer.
2. Configure an alternate instance or ACS URL on the CWMP Analyzer.
3. Connect the DUT and CWMP Analyzer to the network infrastructure.
Procedure:
See IR069i2
Test Metrics:
See IR069i2
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5.16 ACS URL change onthe DUT by third party means

Purpose:
This test is designed to verify that the DUT will send an Inform message when the ACS
URL is modified by some third party means.

Optional Functionality Tag:
Conditionally Mandatory Optional CWMP Configuration

References:
Section 3.7.1.5/T®69al or later

Test Execution Type:
Manual

Normative Description:
According to Broadband Forum T869 specification, if the ACS URL is modified by
third party means then the DUT must send an |

Test Setup:
1. Configure the DUT to use the ACS URL set on the CWMP Analyzer.
2. Connect the DT and CWMP Analyzer to the network infrastructure.
Procedure:
See IR069i2
Test Metrics:
See IR069i2
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517 Parameters modified by ACS do not c
Inform event to the ACS

Purpose:
This test is designed to verify that the DUT will stdrt a new session when a parameter
is modified by the managing ACS.

Optional Functionality Tag:
Mandatory- Baseline Protocol

References:
Section 3.2.1/TR069al or later

Test Execution Type:
Automated

Normative Description:
According to the Broadbarfebrum TRO69 specificationparameter changes made by
the ACS itself via SetParameterValues MUST NOT cause a new session to be initiated.

Test Setup:
1. Configure the DUT to use the ACS URL set on the CWMP Analyzer.
2. Configure a parameter thatis capablbad i ng modi fi ed for fiactive
SetParameterAttributes
3. Connect the DUT and CWMP Analyzer to the network infrastructure.
Procedure:
See IR069i2
Test Metrics:
See IR069i2
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5.18 Event Discard after BOOTSTRAP Inform

Purpose:
This test is degned to verify that the DUT correctly discards all undelivered events once
a BOOTSTRAP has been sent.

Optional Functionality Tag:
Mandatory- Baseline Protocol

References:
Section 3.7.1.5/T®69al or later

Test Execution Type:
Manual

NormativeDescription:

According to the Broadband Forum 189 specificationthe CPE MUST NOT ever
discard an undelivered BOOTSTRAP event. All other undelivered events MUST be discarded on
BOOTSTRAP.

Test Setup:
1. Configure the DUT to use the ACS URL set on the CWARIyzer.
2. Connect the DUT, DHCP server or simulator, and CWMP Analyzer to the network
infrastructure.
Procedure:
See IR069i2
Test Metrics:
See IR069i2
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5.19 Connection after Connection Request

Purpose:
This test is designed to verify that the Ddffempts to establish a connection with the
ACS upon receiving a valid connection request from the ACS.

Optional Functionality Tag:
Mandatory- Baseline Protocol

References:

Sections 3.2.1, 3.2.2/FB69al or later
Test Execution Type:

Automated

Normative Description:

According to Broadband Forum T869 specification, the CPE MUST establish
connection to the ACS after a valid connection request is received from an ACS. This is
differentiated from a CPE that is connecting to an ACS in all previous tests.

A connection request is an HTTP 1.1 GET to a URL designated by the TrREJRL
value is available as reamhly Parameter on the CPE. The path of this URL value SHOULD be
randomly generated by the CPE so that it is unique per CPE.

The CPE must use HTTdRgest authentication [7] to authenticate the ACS before
proceeding the CPE MUST NOT initiate a connection to the ACS due to an unsuccessfully
authenticated request.

All CWMP sessions begin with the use of the Inform RPC. Each Inform RPC contains
event cales in its arguments that indicate the event that caused the session to be initiated. In this
case, the behavior is indicated by the event

Test Setup:
1. Configure the DUT with a connection request URL, connection requestanser and
connection request password.
2. Configure the CWMP Analyzer to use theqpanfigured URL, username, and password
for connection requests.
3. Connect the DUT and CWMP Analyzer to the network infrastructure.
Procedure:
See IR069i2
Test Metrics:
See IR069i2
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5.20 Connection Request while session exists

Purpose:

This test is designed to verify that the DUT that is already in an established session with
an ACS, but then receives a Connection Request, does not terminate the existing session and
either rejects the Connection Request or establishes a hew session immediately following the
existing session.

Optional Functionality Tag:
Mandatory- Baseline Protocol

References:
Sections 3.2.1, 3.2.2/FB69al or late

Test Execution Type:
Automated

Normative Description:
According to Broadband Forum T869 specificationif the CPE is already in a session
with the ACS when it receives one or more Connection Requests, it MUST NOT terminate that
session prematurely as a result.
The CPE MUST instead take@of the following alternative actions:
1T Reject each Connection Request by respondi

Unavailable). In this case, theAfCtP&r SHeOd Or
in the response.
T Foll owing thesecwploati omi 6f atleeexactl|l y one

how many Connection Requests had been rece
it includes the A6 CONNECTI ON REQUESTO Eve
CPE MUST initimecdi athel peafstt em time exi sting
changes from that session have been applie

Test Setup:
1. Configure the DUT with a connection request URL, connection request username, and
connection request password.
2. Configure the CWMP Analyzer tese the preonfigured URL, username, and password
for connection requests.
3. Configure the CWMP Analyzer to set the ManagementServer.Periodicinforminterval to
10 and the ManagementServer.PeriodicinformEnabled to 1.
4. Connect the DUT and CWMP Analyzer to tietwork infrastructure.
Procedure:
See IR069i2
Test Metrics:
See IR069i2
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5.21 Connection after Periodiclnforminterval

Purpose:
This test is designed to verify that the CPE attempts to establish a connection with the
ACS after a time period equal kéanagementServer.Periodicinforminterval.

Optional Functionality Tag:
Mandatory- Baseline Protocol

References:
Section 3.2.1/TR069al or later

Test Execution Type:
Automated

Normative Description:

According to Broadband Forum TB69 specification, the CPE MUST establish
connection to the ACS after Periodicinforminterval (example, after every 60 seconds). This is
differentiated from a CPE connecting to an ACS for the first time, or a CPE conrtediiey
ACS after reboot.

All CWMP sessions begin with the use of the Inform RPC. Each Inform RPC contains
event codes in its arguments that indicate the event that caused the session to be initiated. In this
case, the behavior is indicated by theeecentd e 2 PERI ODI Co.

Test Setup:

1. Configure the DUT to use the ACS URL set on the CWMP Analyzer.

2. Choose a short value for the ManagementServer.Periodicinforminterval, between 60 and
300 seconds. Configure the DUT to use this value for
ManagementServer.Pedicinforminterval.

3. Connect the DUT and CWMP Analyzer to the network infrastructure.

Procedure:
See IR069i2
Test Metrics:
See IR069i2
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5.22 Connection Establishment using SSL 3.0

Purpose:
This test is designed to verify that the CPE is able to estabtishnection with the ACS
using SSL 3.0.

Optional Functionality Tag:
Conditionally Mandatory Secure CWMP SessianSSL3.0

References:
Section 3.3/TRD69al and TFD69a2

Test Execution Type:
Automated

Normative Description:
According to Broadband ForuR-069 specificationThe CPE MUST support SSL3.0,
TLS 1.0 or both.

Test Setup:
1. Configure the CWMP Analyzer to use SSL 3.0.
2. Configure the DUT to use the HTTPS URL of the analyzer.
3. Configure the DUT with a prdetermined username and password for auteian.
4. Generate and install on the DUT a valid certificate for use in authentication with the
CWMP Analyzer.
5. Connect the DUT and CWMP Analyzer to the network infrastructure.
Procedure:
See IR069i2
Test Metrics:
See IR069i2
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5.23 Connection Establishmentusing TLS 1.0

Purpose:
This test is designed to verify that the CPE is able to establish a connection with the ACS
using TLS 1.0.

Optional Functionality Tag:
Conditionally Mandatory Secure CWMP SessionTLS 1.0

References:
Section 3.3/TRD69al andR-069a2

Test Execution Type:
Automated

Normative Description:
The CPE MUST support SSL3.0, TLS 1.0 or both.

Test Setup:
1. Configure the CWMP Analyzer to use TLS 1.0.
2. Configure the DUT to use the HTTPS URL of the analyzer.
3. Configure the DUT with are-determined username and password for authentication.
4. Generate and install on the DUT a valid certificate for use in authentication with the
CWMP Analyzer.
5. Connect the DUT and CWMP Analyzer to the network infrastructure.
Procedure:
See IR069i2
Test Mérics:
See IR069i2
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5.24 Connection Establishment using TLS 1.2

Purpose:
This test is designed to verify that the CPE is able to establish a connection with the ACS
using TLS 1.2.

Optional Functionality Tag:
Conditionally Mandatory Secure CWMP SessionTLS 1.2

References:
Section 3.3/TRD69a3 or later

Test Execution Type:
Automated

Normative Description:
The CPE Should support TLS 1.2 (or a later version).

Test Setup:
1. Configure the CWMP Analyzer to use TLS 1.2.
2. Configure the DUT to use the HTTRERL of the analyzer.
3. Configure the DUT with a prdetermined username and password for authentication.
4. Generate and install on the DUT a valid certificate for use in authentication with the
CWMP Analyzer.
5. Connect the DUT and CWMP Analyzer to the netwofkastructure.
Procedure:
See IR069i2
Test Metrics:
See IR069i2
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5.25 Common Name certificate validation

Purpose:

This test is designed to verify that the CPE is able to verify that the Common Name
component of the subject field of the ACS certificatthessame as that indthost portion of the
ACS URL.

Optional Functionality Tag:
Conditionally Mandatory Secure CWMP Session

References:
Section 3.3/TRD69al or later

Test Execution Type:
Automated

Normative Description:

According to Broadband Forum T869 specificationauthentication of the ACS requires
that the CPE MUST validate the certificate against a root certificate, and that the CPE MUST
ensure that the value of the CN (Common Name) component of the Subjeit fiedd
certificate exactly matches the host portion of the ACS URL known to the CPE (even if the host
portion of the ACS URL is an IP address).

Test Setup:
1. Configure the CWMP Analyzer to use SSL/TLS.
2. Configure the DUT and CWMP Analyzer with a fitetermned username and password
for authentication.
3. Generate and install on the CWMP Analyzer a valid certificate for use in authentication
with the CPE.
4. Configure the DUT to have a valid CA certificate.
5. Connect the DUT and CWMP Analyzer to the network infrastme.
Procedure:
See IR069i2
Test Metrics:
See IR069i2
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5.26 Rejection of Invalid Certificate

Purpose:
This test is designed to verify that the CPE does not authenticate a Communication from
the ACS when the certificate is invalid.

Optional Functionality Tag:
Conditionally Mandatory Secure CWMP Session

References:
Section 3.3/TRD69al or later

Test Execution Type:
Automated

Normative Description:

According to Broadband Forum TB69 specification, a CPE MAY use certificate based
authentiation to validate Connection Requests from the ACS. If the DUT implements this
functionality, it must not validate Connection Requests from the AGSwie certificate is
invalid.

Test Setup:
1. Configure the CWMP Analyzer to use appropriate SSL/TLS.
2. Configure the DUT to use the HTTPS URL of the analyzer.
3. Configure the DUT with a prdetermined username and password for authentication.
4. Install mismatched certificates in the DUT and CWMP Analyzer.
5. Connect the DUT and CWMP Analyzer to the network infrastmec
Procedure:
See IR069i2
Test Metrics:
See IR069i2
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5.27 Use of Multiple Session Cookies Across Transactions in a Session

Purpose:
This test is designed to verify that the CPE can successfully interact using cookies across

multiple CWMP sessions.

Optional Functionality Tag:
Mandatory- Baseline Protocol

References:
Section 3.4.2/TFR069al or later

Test Execution Type:
Automated

Normative Description:

According to Broadband Forum T869 specification, a CPE must support the use of
cookies includig the return of the cookie value in each subsequent HTTP POST, with the
exception that a CPE need not support storage of cookies beyond the duration of a session. The
CPE must support the compatibility requirements of section 9.1 of [7]. The CPE must suppo
the use of multiple cookies by the ACS, and must make available at least 512 bytes for storage of
cookies.

Test Setup:
1. Configure the DUT to use the ACS URL set on the CWMP Analyzer.
2. Configure the CWMP Analyzer to use session cookies.
3. Connect the DURNnd CWMP Analyzer to the network infrastructure.
Procedure:
See IR069i2
Test Metrics:
See IR069i2
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5.28 Session Retry

Purpose:
This test is designed to verify that the DUT retries a failed session with the ACS.

Optional Functionality Tag:
Mandatory- Baseline Protocol

References:
Section 3.2.1.1/T®69al or later

Test Execution Type:
Automated

Normative Description:

According to Broadband Forum T869 specification, a CPE must retry failed sessions to
attempt to redeliver events that it has presigdiailed to deliver and to allow the ACS to make
additional requests in a timely fashion. The CPE MUST keep track of the number of times it has
attempted to retry a failed session.

If the CPE fails to establish a session, this might be because the CPE supports CPE WAN
Management Protocol v1.1 (or later) and the ACS supports only v1.0. If this situation is
suspected, the CPE MUST revert to v1.0 when retrying the failed session.

A CPEMUST retry a failed session after waiting for an interval of time specified in the
following Table or when a new event occurs, whichever comes first. The CPE MUST choose the
wait interval by randomly selecting a number of seconds from a range givenpgnstineboot
session retry count. Beginning with the tenth gebbot session retry attempt, the CPE MUST
choose from a range between 2560 and 5120 seconds. The CPE MUST continue to retry a failed
session until it is successfully terminated. Once a@essrminates successfully, the CPE
MUST reset the session retry count to zero and no longer applies the session retry policy to
determine when to initiate the next session.

The CPE receives an HTTP layer fault from the ACS notifying it to revert back to
CWMP v 1.0. It retries session with the ACS by reverting back to v1.0 when retrying the failed
session.

Post reboot session Wait interval range (min-max seconds)
retry count

#1 5-10

#2 10-20

#3 20-40

#4 40-80

#5 80-160

#6 160-320
#7 320-640
#8 640-1280
#9 1280-2560
#10 and subsequent 2560-5120
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Test Setup:
1. Configure the CPE to use the ACS URL set on the CWMP Analyzer.
2. Connect the DUT and CWMP Analyzer to the network infrastructure.
Procedue:
See IR069i2
Test Metrics:
See IR069i2
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5.29 SOAP Response in an HTTP Request

Purpose:
This test is designed to verify that the SOAP Response is encoded properly in an HTTP

Request Message.

Optional Functionality Tag:
Mandatory- Baseline Protocol

References:
Section 3.4.1/TRO69al or later

Test Execution Type:
Automated

Normative Description:

According to Broadband Forum T869 specification, when there is a SOAP response in
an HTTP Request, or when there is a SOAP Fault response in anR€GLst, the
SOAPAction header in the HTTP Request MUST have no value (with no quotes), indicating that
this header provides no information as to the intent of the message. That is, it must appear as
follows:

SOAPAction:

In addition to that, when an HTTRequest contains a SOAP Envelope, the HTTP
ContentType header must have a type/subtype of

Test Setup:
1. Configure the DUT to use the ACS URL set on the CWMP Analyzer.
2. Connect the DUT and CWMP Analyzer to the network infrastructure.
Procedure:
See IR069i2
Test Metrics:
See IR069i2
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5.30 HTTP Redirection Testi 302 Redirect

Purpose:
This test is designed to verify that the CPE supports the use of HTTP redirection by the
ACS using the 302 (Found) status code.

Optional Functionality Tag:
Mandatory- Baseline Protocol

References:
Section 3.4.2/TFR069al or later

Test Execution Type:
Automated

Normative Description:

According to Broadband Forum T869 specification, a CPE must support the use of
HTTP redirection by the ACS. In doing soet6@PE must support the 302(Found) HTTP status
code. In case of redirection, the CPE must attempt to continue the session using the URL
provided in the HTTP redirect response. The CPE must resend the HTTP POST that resulted in
the redirect response to th€8a at the redirected URL, and the CPE must then attempt to
proceed with the session exactly as if no redirection had occurred. The redirected URL must not
be saved by the CPE (i.e. as the value of the IGD.ManagementServer.URL) for use in any
subsequent ss®n or any subsequent retries of the session.

Test Setup:
1. Configure the DUT to use the ACS URL set on the CWMP Analyzer.
2. If the CWMP Analyzer is capable of supporting multiple ACS URLSs, configure an
alternate ACS URL on the CWMP Analyzer.
3. Connect the DURNnd CWMP Analyzer to the network infrastructure.
Procedure:
See IR069i2
Test Metrics:
See IR069i2
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5.31 HTTP Redirection Testi 307 Redirect

Purpose:
This test is designed to verify that the CPE supports the use of HTTP redirection by the
ACS using the 307 (Temporary Redirect) status code.

Optional Functionality Tag:
Mandatory- Baseline Protocol

References:
Section 3.4.2/TFR069al or later

Test Exeation Type:
Automated

Normative Description:

According to Broadband Forum T869 specification, a CPE must support the use of
HTTP redirection by the ACS. In doing so, the CPE must support the 307(Temporary) HTTP
status code. In case of redirection, tHEOnust attempt to continue the session using the URL
provided in the HTTP redirect response. The CPE must resend the HTTP POST that resulted in
the redirect response to the ACS at the redirected URL, and the CPE must then attempt to
proceed with the sessi exactly as if no redirection had occurred. The redirected URL must not
be saved by the CPE (i.e. as the value of the IGD.ManagementServer.URL) for use in any
subsequent session or any subsequent retries of the session.

Test Setup:
1. Configure the DUT tase the ACS URL set on the CWMP Analyzer.
2. If the CWMP Analyzer is capable of supporting multiple ACS URLSs, configure an
alternate ACS URL on the CWMP Analyzer.
3. Connect the DUT and CWMP Analyzer to the network infrastructure.
Procedure:
See IR069i2
TestMetrics:
See IR069i2

May 2017 © The Broadband Forum. All rights reserved 550f 155



TR-069 Abstract Test Plan ATP-069Issue2 Corrigendum 1
5.32 HTTP Redirection T Multiple Redirections

Purpose:
This test is designed to verify that the CPE allow$oup consecutive redirections.

Optional Functionality Tag:
Mandatory- Baseline Protocol

References:
Section 3.4.2/TRO694l or later

Test Execution Type:
Automated

Normative Description:

According to Broadband Forum T869 specification, a CPE must allow up to 5
consecutive redirections. If the CPE is redirected more than 5 times consecutively, it may
consider the sessiomsuccessfully terminated.

Test Setup:
1. Configure the DUT to use the ACS URL set on the CWMP Analyzer.
2. Configure Two ACS URLs on the CWMP Analyzer.
3. Connect the DUT and CWMP Analyzer to the network infrastructure.
Procedure:
See IR069i2
Test Metrics:
See IR069i2
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5.33 HTTP Redirection T HTTPS with URL Matching Certificate

Purpose:
This test is designed to verify that the CPE supports the use of HTTP redirection by the
ACS to an HTTPS URL.

Optional Functionality Tag:
Conditionally Mandatory Secure @/MP Session

References:
Section 3.4.2/TR069al or later

Test Execution Type:
Automated

Normative Description:

According to Broadband Forum T869 specification, if an HTTPS URL is provided in
the HTTP redirection, by the ACS, the CPE must use SSL/TIlt@msport mechanism, and
establish connection with the HTTPS URL.

Test Setup:
1. Configure the DUT to use the ACS URL set on the CWMP Analyzer.
2. If the CWMP Analyzer is capable of supporting multiple ACS URLSs, configure an
alternate https ACS URL on the CWM¥nalyzer.
3. Generate the proper certificates for the alternate https URL.
4. Install the proper certificates on the DUT
5. Connect the DUT and CWMP Analyzer to the network infrastructure.
Procedure:
See IR069i2
Test Metrics:
See IR069i2
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5.34 HTTP Redirection i HTTPS with URL/Certificate Mismatch

Purpose:
This test is designed to verify that, when redirected, the CPE does not connect to an ACS
with an HTTPS URL when the certificate is invalid for the URL.

Optional Functionality Tag:
Conditionally Mandatory Secure CWMP Session

References:
Section 3.4.2/TFR069al or later

Test Execution Type:
Automated

Normative Description:
According to Broadband Forum TB69 specification, if as a result of an HTTP redirect,
the CPE is attempting to access an ACS at a WiRérent from its preconfigured ACS URL,
the CPE MUST validate the CN component of the ACS certificate against the host portion of the
redirected ACS URL rather than the ymenfigured ACS URL.

Test Setup:
1. Configure the DUT to use the ACS URL set on @WMP analyzer.
2. If the CWMP analyzer is capable of supporting multiple ACS URLSs, configure an
alternate https ACS URL on the CWMP analyzer.
3. Generate the proper certificates for the original ACS URL.
4. Install the certificates on the DUT.
5. Connect the DUT an@WMP analyzer to the network infrastructure.
Procedure:
See IR069i2
Test Metrics:
See IR069i2
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5.35 Redirection at any Point in a Session

Purpose:
This test is designed to verify that the DUT correctly interprets and acts upon a
Redirection requesturing an open session

Optional Functionality Tag:
Mandatory- Baseline Protocol

References:
Section 3.4.2/TFR069al or later

Test Execution Type:
Automated

Normative Description:

According to the Broadband Forum 189 specification, the CPE MUST allow
redirection to occur at any point during a session (including the Inform response), and the ACS
MAY issue a redirect at any point during a session.

Test Setup:
1. Configure the DUT to use the ACS URL set on the CWMP Analyzer.
2. Connect the DUT, DHCP server eimulator, and CWMP Analyzer to the network
infrastructure.
Procedure:
See IR069i2
Test Metrics:
See IR069i2
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5.36 HTTP Redirection T Use of session cookies

Purpose:
This test is designed to verify that the CPE can successfully communicate using cookie
even after HTTP redirection.

Optional Functionality Tag:
Mandatory- Baseline Protocol

References:
Section 3.4.2/TFR069al or later

Test Execution Type:
Automated

Normative Description:

According to Broadband Forum TB69 specification, a CPE mustlude all cookies
associated with the session in subsequent HTTP requests to the redirected ACS. The CPE must
consider a redirect from an ACS to be a fAveri
the redirected ACS without performing domaaliglation of each cookie.

Test Setup:
1. Configure the DUT to use the ACS URL set on the CWMP Analyzer.
2. If the CWMP Analyzer is capable of supporting multiple ACS URLSs, configure an
alternate ACS URL on the CWMP Analyzer.
3. Configure the CWMP Analyzer to usession cookies.
4. Connect the DUT and CWMP Analyzer to the network infrastructure.
Procedure:
See IR069i2
Test Metrics:
See IR069i2
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5.37 Redirect HTTP Response Contains Data

Purpose:
This test is designed to verify that the DUT correctly interprets and acts upon a non
empty HTTP Response sent from the ACS.

Optional Functionality Tag:
Mandatory- Baseline Protocol

References:
Section 3.4.2/TFR069al or later

Test Execution Type:
Automated

Normative Description:

According to the Broadband Forum 9 specification, in an HTTP response sent by
the ACS containing a redirect status code, the length of the HTTP mdsshgBIUST be zero.
If the CPE receives an HTTP-dérect response \th a norempty messagbody, it MUST
ignore the content of the messdumly.

Test Setup:
1. Configure the DUT to use the ACS URL set on the CWMP Analyzer.
2. Configure the CWMP Analyzer to send an HTTP Response that contains data.
3. Connect the DUT, DHCP server simulator, and CWMP Analyzer to the network
infrastructure.
Procedure:
See IR069i2
Test Metrics:
See IR069i2
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5.38 HTTP Authentication - Basic Authentication

Purpose:
This test is designed to verify that the CPE can successfully establish a CWMP session
with the ACS using basic authentication.

Optional Functionality Tag:
Mandatory- Baseline Protocol

References:
Section 3.4.4/TR069al or later

Test Execution Type:
Automated

Normative Description:
According to Broadband Forum T869 specification, a CPE must support Basic
Authentication.

Test Setup:
1. Configure the DUT to use the ACS URL set on the CWMP Analyzer.
2. Configure the CWMP Analyzer to use basic authentioatio
3. The CWMP Analyzer is configured with proper credentials for the DUT.
4. Connect the DUT and CWMP Analyzer to the network infrastructure.
Procedure:
See IR069i2
Test Metrics:
See IR069i2
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5.39 Qop Authentication setting

Purpose:
This test is designed teerify that the DUT correctly sets the qop authentication field to
Aaut ho

Optional Functionality Tag:
Mandatory- Baseline Protocol

References:
Section 3.4.5/TFR069al or later

Test Execution Type:
Automated

Normative Description:
According to the Brodshnd Forum TRO69 specification, the CPE and the ACS MUST
support the RFC 2617 figopod option containing

Test Setup:
1. Configure the DUT to use the ACS URL set on the CWMP Analyzer.
2. Configure the CWMP Analyzer to use Digest authentication.
3. The CWMP Analyzer is configured with proper credentials for the DUT.
4. Connect the DUT and CWMP Analyzer to the network infrastructure.
Procedure:
See IR069i2
Test Metrics:
See IR069i2
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5.40 HTTP Authentication - Digest Authentication

Purpose:
This test $ designed to verify that the CPE can successfully establish a CWMP session
with the ACS using digest authentication.

Optional Functionality Tag:
Mandatory- Baseline Protocol

References:
Section 3.4.4/TRO69al or later

Test Execution Type:
Automated

Normative Description:
According to Broadband Forum T869 specification, a CPE must support Digest
Authentication.

Test Setup:
1. Configure the DUT to use the ACS URL set on the CWMP Analyzer.
2. Configure the CWMP Analyzer to use Digest authentication.
3. TheCWMP Analyzer is configured with proper credentials for the DUT.
4. Connect the DUT and CWMP Analyzer to the network infrastructure.
Procedure:
See IR069i2
Test Metrics:
See IR069i2
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5.41 Maximum SOAP Message Size

Purpose:
This test is designed to veriflyat the DUT can accept a SOAP message of 32768 bytes.

Optional Functionality Tag:
Mandatory- Baseline Protocol

References:
Section 3.5/TRD69al or later

Test Execution Type:
Automated

Normative Description:

According to the Broadband Forum @9 specification, a CPE MUST be able to accept
a SOAP request with a total envelope size of at least 32 kilobytes (32768 bytes) without resulting
in a AResources Exceededo response.

Test Setup:
1. Configure the DUT to use the ACS URL set on the CWMP Analyzer.
2. Configure the CWMP Analyzer to create and send a 32768 byte SOAP message.
3. Connect the DUT, DHCP server or simulator, and CWMP Analyzer to the network
infrastructure.
Procedure:
See IR069i2
Test Metrics:
See IR069i2
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5.42 SetParameterValues SOAP Fault Forma

Purpose:
This test is designed to verify that the SetParameterValuesFault element in a SOAP Fault
response is formed properly.

Optional Functionality Tag:
Mandatory- Baseline Protocol

References:
Section 3.5/TRD69al or later

Test ExecutionType:
Automated

Normative Description:

According to the Broadband Forum 9 specification, along with the SOAP fault
requirements outlined in the SOAP Fault Format test case, a SOAP Fault error during
SetParameterValues must contain a SetParametesFault element. This element is to be used
only in an error response to the SetParameterValues method, that contains a list of one or more
structures indicating the specific fault associated with each parameter in error. The structure
contains the followig elements:

1 A ParameterName element that contains the full path name of the parameter in error.

1 A FaultCode element that contains a single numeric fault code that indicates the fault
associated with the particular parameter in error.

1 A FaultString elemet that contains a human readable description of the fault for the
particular parameter in error.

May 2017 © The Broadband Forum. All rights reserved 66 of 155



TR-069 Abstract Test Plan ATP-069Issue2 Corrigendum 1

<soap:.Envelope
xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/"
xmins:cwmp="urn:dslforum-org:cwmp-1-0">
<soap:Header>
<cwmp:ID soap:mustUnderstand="1">1234</cwmp:1D>
</soap:Header=>
<soap:Body>
<soap:.Fault>
<faultcode>Client</faultcode>
<faultstring=CWMP fault</faultstring>
<detail>
<cwmp:Fault=
<FaultCode>9003</FaultCode>
<FaultString=Invalid arguments</FaultString=>
<SetParametervaluesFault>
<ParameterName>
InternetGatewayDevice.Time. LocalTimeZone
</ParameterName>
<FaultCode>9012</FaultCode>
<FaultString=Not a valid time zone value</FaultString>
</SetParameterValuesFault>

</cwmp:Fault>
</detail>
</soap:Fault=
</soap:Body=
</soap:Envelope>

Test Setup:
1. Configure the DUT to use the ACS URL set on the CWMP Analyzer.
2. Choose a valid, writable parameter from th
3. Construct an invalid parameter name within

model.

4. Selectanowr i t abl e parameter from the DUTO6s sup
5, Choose a parameter with a restrictive data
6. Chooseaparant er wi th restricted possible values
7. Connect the DUT and CWMP Analyzterthe network infrastructure.

Procedure:
See IR069i2

Test Metrics:
See IR069i2
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5.43 GetRPCMethods and Required RPCs

Purpose:
This test is designed to verify that the CPE supports all the required RPCs.

Optional Functionality Tag:
Mandatory- Baseline Protocol

References:
Section A.3.1.1/TR069al or later

Test Execution Type:
Automated

Normative Description:

According to Bradband Forum TRG69 specification, a CPE must support the following
required RPCs, and may optionally support other RPCs: GetRPCMethods, SetParameterValues,
GetParameterValues, GetParameterNames, SetParameterAttributes, GetParameterAttributes,
AddObject, eleteObject, Reboot, Download.

Test Setup:
1. Configure the DUT to use the ACS URL set on the CWMP Analyzer.
2. Connect the DUT and CWMP Analyzer to the network infrastructure.
Procedure:
See IR069i2
Test Metrics:
See IR069i2
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5.44 GetParameterNames Complete Path

Purpose:
This test is designed to verify that the CPE is capable of responding to a simple complete
path request made by the ACS to determine its accessibility.

Optional Functionality Tag:
Mandatory- Baseline Protocol

References:
Section A.3.11/TR-069al or later

Test Execution Type:
Automated

Normative Description:

According to Broadband Forum T869 specification, a CPE must support the following
required RPCs, and may optionally support other RPCs: GetRPCMethods, SetParameterValues ,
SetPaameterValues, GetParameterNames, SetParameterAttributes, GetParameterAttributes,
AddObiject, DeleteObject, Reboot, Download.

The GetParameterNames RPC is used to determine the availability of parameters in the
CPEs data model and their access level. The & a complete or partial path as its argument;
this test exercises the ability to complete the GetParameterNames RPC using a complete
parameter path.

Test Setup:
1. Configure the DUT to use the ACS URL set on the CWMP Analyzer.
2. Connect the DUT and CWMRnalyzer to the network infrastructure.
Procedure:
See IR069i2
Test Metrics:
See IR069i2
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5.45 GetParameterNames Complete Path, NextLevel True

Purpose:
This test is designed to verify that the CPE is capable of appropriately responding to a
simple conplete path request with the NextLevel set to True made by the ACS.

Optional Functionality Tag:
Mandatory- Baseline Protocol

References:
Section A.3.2.3/TR069al or later

Test Execution Type:
Automated

Normative Description:

If NextLevel is true and &ameterPath is a Parameter name rather than a
partial path, the CPE MUST return a fault response with the Invalid Arguments fault code
(9003).

Test Setup:
1. Configure the DUT to use the ACS URL set on the CWMP Analyzer.
2. Connect the DUT and CWMP Analyzerttee network infrastructure.
Procedure:
See IR069i2
Test Metrics:
See IR069i2
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5.46 GetParameterNameg Partial Path i Next Level True

5.46.A Singlelnstance Object

Purpose:

This test is designed to verify that the CPE is capable of respondingptta path
request made by the ACS when next level is set tcatndehe partial path is of a singlestance
object

Optional Functionality Tag:
Mandatory- Baseline Protocol

References:
Section A.3.2.3/TR069al or later

Test Execution Type:
Automated

Normative Description:

According to Broadband Forum T869 specification, when next level argument in
GetParameterNames is set to true, the response from the DUT must contain all parameters and
objects that are nex¢vel children of the objediven by the ParameterPath argument, if any.

For example, if D&iae Hmet s r & amiphbirelede the f@lowing: e

DeviceHosts.HostNumberOfEntries

DeviceHosts.Host
Note: The nextevel children of a singkinstance object aresifparameters, its singiestance
object children and its mulinstance object children.

Test Setup:
1. Configure the DUT to use the ACS URL set on the CWMP Analyzer.
2. Connect the DUT and CWMP Analyzer to the network infrastructure.
Procedure:
See IR069i2
Test Metrics:
See IR069i2
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5.46.B Multi-Instance Object (Empty)

Purpose:

This test is designed to verify that the CPE is capable of responding to a partial path
request made by the ACS when next level is set tcaindehe partial path is ohamptymulti-
instance object

Optional Functionality Tag:
Mandatory- Baseline Protocol

References:
Section A.3.2.3/TR069al or later

Test Execution Type:
Automated

Normative Description:

According to Broadband Forum T869 specification, when next levaligument in
GetParameterNames is set to true, the response from the DUT must contain all parameters and
objects that are nex¢vel children of the object given by the ParameterPath argument, if any.
For exampl e, i f DévieaHastsldost@andtlzete werenne instanciise
response would includen empty ParameterList.

Note:
If the DUT does not includeneempty multiinstance object, this test case may be
omitted.

Test Setup:
1. Configure the DUT to use the ACS URL set on the CWMP Analyzer.
2. Connect the DUT and CWMP Analyzer to the network infrastructure.
Procedure:
See IR069i2
Test Metrics:
See IR069i2
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5.46.C Multrinstance Object (NorEmpty)

Purpose:

This test is designed to verify that the CPE is capable of responding to agattial
request made by the ACS when next level is set tcatndehe partial path is of a nempty
multi-instance object

Optional Functionality Tag:
Mandatory- Baseline Protocol

References:
Section A.3.2.3/TR069al or later

Test Execution Type:
Automated

Normative Description:

According to Broadband Forum T869 specification, when next level argument in
GetParameterNames is set to true, the response from the DUT must contain all parameters and
objects that are nex¢vel children of the object givdoy the ParameterPath argument, if any.

For exampl e, i f DévieaHastsldost@andtizete werenvgorinstaniidise
response would include the following:

DeviceHosts.Hostl.

DeviceHosts.Host.2.

Test Setup:

1. Configure the DUT to use the AGIRL set on the CWMP Analyzer.

2. Connect the DUT and CWMP Analyzer to the network infrastructure.
Procedure:

See IR069i2
Test Metrics:

See IR069i2
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5.47 GetParameterNames Partial Path i Next Level Falsél Single-
Instance Object

5.47.A SinglelnstanceObiject

Purpose:

This test is designed to verify that the CPE is capable of responding to a partial path
request made by the ACS when next level is set to éaldehe partial path is of a single
instance object

Optional Functionality Tag:
Mandatory- Baseline Protocol

References:
Section A.3.2.3/TR069al or later

Test Execution Type:
Automated

Normative Description:

According to Broadband Forum T869 specification, when next level argument in
GetParameterNames is set to false, the response omiaircthe parameter or object whose
name exactly matches the ParameterPath argument, if any (all levels below the specified object
in the object hierarchy) . DaviceHostedx,a nmiphl ee ,r e sfp oPnasre
mightinclude the following:

Device.Hosts.

DeviceHosts.HostNumberOfEntries

DeviceHosts.Host.

DeviceHosts.Host.1.

Device.Hosts.Host.1.PhysAddress

DeviceHosts.Host.1.IPAddress

DeviceHosts.Host. DHCPClient

Device.Hosts.Host.1.AssociatedDevice

Device.Hosts.Host.1.Layerlinterface

Device.Hosts.Host.1.Layer3Interface

DeviceHosts.Host.1.HostName

DeviceHosts.Host.JActive

Test Setup:
1. Configure the DUT to use the ACS URL set on the CWMP Analyzer.
2. Connect the DUT and CWMP Analyzer to the netwiafkastructure.
Procedure:
See IR069i2
Test Metrics:
See IR069i2
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5.47.B Multi-Instance Object (Empty)

Purpose:

This test is designed to verify that the CPE is capable of responding to a partial path
request made by the ACS when next level is stiseand the partial path is of an empty mulit
instance object

Optional Functionality Tag:
Mandatory- Baseline Protocol

References:
Section A.3.2.3/TR069al or later

Test Execution Type:
Automated

Normative Description:

According to BroadbanBorum TRO069 specification, when next level argument in
GetParameterNames is set to false, the response must contain the parameter or object whose
name exactly matches the ParameterPath argument, if any (all levels below the specified object
intheobjechi er archy). For e x ambpelieceHostsHbstoRradtherenet er Pa't
were no instanceshe responseouldinclude the following:

DeviceHosts.Host.

Note:
If the DUT does not include an empty mdtistance object, this test case may be
omitted.

Test Setup:
1. Configure the DUT to use the ACS URL set on the CWMP Analyzer.
2. Connect the DUT and CWMP Analyzer to the network infrastructure.
Procedure:
See IR069i2
Test Metrics:
See IR069i2
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5.47.C Multrinstance Object (NorEmpty)

Purpose:

Thistest is designed to verify that the CPE is capable of responding to a partial path
request made by the ACS when next level is set to &ldehe partial path is of a nempty
multi-instance object

Optional Functionality Tag:
Mandatory- Baseline Praicol

References:
Section A.3.2.3/TR069al or later

Test Execution Type:
Automated

Normative Description:

According to Broadband Forum T869 specification, when next level argument in
GetParameterNames is set to false, the response must contairathetpaor object whose
name exactly matches the ParameterPath argument, if any (all levels below the specified object
in the object hierarchy) . DaviceHostsHostargndtleere i f Par
was one instancéhe responsmightincludethe following:

DeviceHosts.Host.

DeviceHosts.Host.1.

Device.Hosts.Host.1.PhysAddress

Device.Hosts.Host.1.IPAddress

Device.Hosts.Host.1.DHCPClient

Device.Hosts.Host.1.AssociatedDevice

Device.Hosts.Host.1.Layerlinterface

Device.Hosts.Host.1.Layer3Interface

Device.Hosts.Host.1.HostName

Device.Hosts.Host.1.Active

Test Setup:
1. Configure the DUT to use the ACS URL set on the CWMP Analyzer.
2. Connect the DUT and CWMP Analyzer to the network infrastructure.
Procedure:
See IR0692
Test Metrics:
See IR069i2
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5.48 GetParameterNames Invalid Path

Purpose:
This test is designed to verify that the CPE can identify an invalid path and respond with
appropriate error message to a GetParameterNawopessteon an invalid parameter.

Optional Functionality Tag:
Mandatory- Baseline Protocol

References:
Section A.3.2.3/TR069al or later

Test Execution Type:
Automated

Normative Description:

According to Broadband Forum TB69 specification, when a GetParameterNames is
attempted on amvalid parameter, the CPE must respond with a 9005 {thParameter Name)
fault code.

Test Setup:
1. Configure the DUT to use the ACS URL set on the CWMP Analyzer.
2. Choose an incorrect parameter path name th
suppdg t ed data model . For example, fADevice.D
3. Connect the DUT and CWMP Analyzer to the network infrastructure.
Procedure:
See IR069i2
Test Metrics:
See IR069i2
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5.49 GetParameterNames Entire Object Model

Purpose:
This test is designed teerify that the CPE can communicate its entire object model to
the ACS.

Optional Functionality Tag:
Mandatory- Baseline Protocol

References:
Section A.3.2.3/TR069al or later

Test Execution Type:
Automated

Normative Description:

According to Broadband Forum T869 specification, when ParameterPath argument in
t he Get Parameter Names is set to the root obje
Al nternet Gat ewayDevice. 0, or fADevice.o0), and
to false, the response must contain the entire object model supported by the DUT.

Test Setup:
1. Configure the DUT to use the ACS URL set on the CWMP Analyzer.
2. Connect the DUT and CWMP Analyzer to the network infrastructure.
Procedure:
See IR069i2
Test Metics:
See IR069i2
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5.50 GetParameterValuesi Simple Complete Path

Purpose:
This test is designed to verify that the CPE can respond to a GetParameterValues request
by theACS on a simple complete path.

Optional Functionality Tag:
Mandatory- Baseline Protcol

References:
Section A.3.2.2/TR069al or later

Test Execution Type:
Automated

Normative Description:

According to BroadBand Forum TB69 specification, a CPE must be able to respond to
a GetParameterValues Request from an ACS when the argument is an array of strings, each
representing the name of a requested parameter.

Test Setup:
1. Configure the DUT to se the ACS URL set on the CWMP Analyzer.
2. Choose a valid parameter from the DUTOs su
3. Connect the DUT and CWMP Analyzer to the network infrastructure.
Procedure:
See IR069i2
Test Metrics:
See IR069i2
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5.51 GetParameterValuesi Multiple Complete Paths

Purpose:
This test is designed to verify that the CPE can respond to a GetParameterValues request
by the ACS on a complete path.

Optional Functionality Tag:
Mandatory- Baseline Protocol

References:
Section 3.2.2/TR069al or later

TestExecution Type:
Automated

Normative Description:

According to BroadBand Forum TB69 specification, a CPE must be able to respond to
a GetParameterValues Request from an ACS when the argument is an array of strings, each
representing the name of a requested parameter.

Test Setup:
1. Configure the DUT to se the ACS URL set on the CWMP Analyzer.
2. Choose two valid parameters from the DUTs supported data model.
3. Connect the DUT and CWMP Analyzer to the network infrastructure.
Procedure:
See IR069i2
Test Metrics:
See IR069i2
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5.52 GetParameterValuesi Partial Path

Purpose:
This test is designed to verify that the CPE can respond to a GetParameterValues request
by the ACS a a partial path.

Optional Functionality Tag:
Mandatory- Baseline Protocol

References:
Section A.3.2.2/TR069al or later

Test ExecutionType:
Automated

Normative Description:

According to BroadBand Forum TB69 specification, a CPE must be able to respond to
a GetParameterValues Request from an ACS when the argument is an array of strings, each
representing the name of a requested paemié the parameter name argument is given as a
partial path name, the request is to be interpreted as a RPC on return all of the Parameters in the
branch of the naming hierarchy that shares the same prefix as the argument. A partial path name
mustendwt h a A. o0o(dot) after the | ast node name i
top of the name hierarchy.

Test Setup:
1. Configure the DUT to use the ACS URL set on the CWMP Analyzer.
2. Choose a valid partial ©par aataenodelr path from
3. Connect the DUT and CWMP Analyzer to the network infrastructure.
Procedure:
See IR069i2
Test Metrics:
See IR069i2
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5.53 GetParameterValuesi Complete and Partial Paths

Purpose:
This test is designed to verify that the CPE can respon@G&iRarameterValues request
by the ACS on both complete and partial gath

Optional Functionality Tag:
Mandatory- Baseline Protocol

References:
Section A.3.2.2/TR069al or later

Test Execution Type:
Automated

Normative Description:

According to BroadBnd Forum TRO69 specification, a CPE must be able to respond to
a GetParameterValues Request from an ACS when the argument is an array of strings, each
representing the name of a requested parameter. If the parameter name argument is given as a
partial @th, the request is to be interpreted as a RPC to return all of the Parameters in the branch
of the naming hierarchy that shares the same prefix as the argument. A partial path name must
end with a fA.o0(dot) after t Iptgstringisdicatethe topeof n a me
the name hierarchy.

Test Setup:
1. Configure the DUT to use the ACS URL set on the CWMP Analyzer.
2. Choose two valid parameter paths from the

one complete path.
3. Connect the DUT and CWRIAnalyzer to the network infrastructure.
Procedure:
See IR069i2
Test Metrics:
See IR069i2
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5.54 GetParameterValuesi Entire Object Model

Purpose:

This test is designed to verify that the CPE can respond to a GetParameterValues request
by the ACS on a partial path representing the top level in the data mitiiéhe entire object
model.

Optional Functionality Tag:
Mandatory- Baseline Protocol

References:
Section A.3.2.2/TR069al or later

Test Execution Type:
Automated

Normative Description:

According to BroadBand Forum T869 specification, a CPE must be able to respond to
a GetParameterValues Request from an ACS when the argument is arf atriag®, each
representing the name of a requested parameter. If the parameter name argument is given as a
partial path name, the request is to be interpreted as a RPC on return all of the Parameters in the
branch of the naming hierarchy that sharestrae prefix as the argument. A partial path name
must end with a fA.06(dot) after the | ast node
top of the name hierarchy.

Unlike the GetParameterNames RPC, a CPE may reject a GetParameterValuetheall o
entire object model . However, it may only do

Test Setup:
1. Configure the DUT to use the ACS URL set on the CWMP Analyzer.
2. Connect the DUT and CWMP Analyzer to the network infrastructure.
Procedure:
See IR069i2
Test Metrics:
See IR069i2
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5.55 GetParameterValuesi Fault condition

Purpose:
This test is designed to verify that the CPE can respond to a GetParameterValues
appropriately if there is a fault condition with the ParameterNames element.

Optional Functionality Tag:
Mandatory- Baseline Protocol

References:
Section A.3.2.2/TR069al or later

Test Execution Type:
Automated

Normative Description:

According to the Broadband Forum-T89 specification, if the fault is caused by one or
more irvalid parameter names in the ParameterNames array, the Invalid Parameter Name fault
code (9005) MUST be used instead of the more general Invalid Arguments fault code (9003).
The value of a ParameterNames element MUST be considered invalid if it doeagathyt ex
match either the name of a parameter current.
ParameterNames element does not end with a dot) or the name of an object currently present in

the CPEOGs data model (i f Parameter Names el eme
Test Setup:

1. Configure the DUT to use the ACS URL set on the CWMP Analyzer.

2. Choose a valid parameter from the DUTO6s su

the ParameterNames parameter.
3. Connect the DUT and CWMP Analyzer to the network infrastructure.
Procedure:
See IR069i2
Test Metrics:
See IR069i2
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5.56 SetParameterValued Single Parameter

Purpose:
This test is designed to verify that the CPE supports the required SetParameterValues
RPC andccan change a single parameter.

Optional Functionality Tay:
Mandatory- Baseline Protocol

References:
Section A.3.2.1/TR069al or later

Test Execution Type:
Automated

Normative Description:

According to Broadband Forum T869 specification, if an ACS calls
SetParameterValues on a DUT, the DUT must supporetigest and respond appropriately. On
successful receipt of a SetParameterValues RPC, the CPE must apply the changes to all of the
specified Parameters atomically. That is, either all of the value changes are applied together, or
none of the changes arppdied at all. In the latter case, the CPE must return a fault response
indicating the reason for the failure to apply the changes. The CPE must not apply any of the
specified changes without applying all of them. This requirement must hold true eveCRIE
experiences a crash during the process of applying the changes.

Test Setup:
1. Configure the DUT to use the ACS URL set on the CWMP Analyzer.
2. Choose a valid, writable parameter from th

3. Configure the CWMP Analyzer to set tRarameterKey argument in the
GetParameterValues RPC to a unique value.
4. Connect the DUT and CWMP Analyzer to the network infrastructure.
Procedure:
See IR069i2
Test Metrics:
See IR069i2
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5.57 SetParameterValues Multiple Parameters

Purpose:
This test igdesigned to verify that the CPE supports the required SetParameterValues
RPC and can change multiple parameters in a single procedure call.

Optional Functionality Tag:
Mandatory- Baseline Protocol

References:
Section A.3.2.1/TR069al or later

TestExecution Type:
Automated

Normative Description:

According to Broadband Forum T869 specification, if an ACS calls
SetParameterValues on a DUT, the DUT must support the request and respond appropriately. On
successful receipt of a SetParameterValues RRGCPE must apply the changes to all of the
specified Parameters atomically. That is, either all of the value changes are applied together, or
none of the changes are applied at all. In the latter case, the CPE must return a fault response
indicating thereason for the failure to apply the changes. The CPE must not apply any of the
specified changes without applying all of them. This requirement must hold true even if the CPE
experiences a crash during the process of applying the changes.

Test Setup:
1. Corfigure the DUT to use the ACS URL set on the CWMP Analyzer.
2. Choose at |l east two valid, writable par ame
3. Connect the DUT and CWMP Analyzer to the network infrastructure.
Procedure:
See IR069i2
Test Metrics:
See IR069i2
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5.58 SetParameterValues Same Parameter Multiple Times

Purpose:

This test is designed to verify that the CPE supports the required SetParameterValues
RPC and can respond back with the appropriate error code when a value for the same Parameter
Name isset twice in the same SetParameterValues RPC.

Optional Functionality Tag:
Mandatory- Baseline Protocol

References:
Section A.3.2.1/TR069al or later

Test Execution Type:
Automated

Normative Description:

According to Broadband Forum T869 specification, the ParameterList array, in the
SetParameterValues RPC, MUST NOT contain more than one entry with the same Parameter
name. If a given Parameter appears in this array more than once, the CPE MUST respond with
fault 9003 (Invalid arguments).

Test Setup:
1. Configure the DUT to use the ACS URL set on the CWMP Analyzer.
2. Choose at | east one valid, writable par ame

Have the CWMP Analyzer set that parameter value twice in the same ParameterList of a
SetParamet®¥alues RPC.
3. Connect the DUT and CWMP Analyzer to the network infrastructure.
Procedure:
See IR069i2
Test Metrics:
See IR069i2
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5.59 SetParameterValues Atomic Test

Purpose:

This test is designed to verify that the CPE supports the redaet€hrameterValues
RPC. When the SetParameterValues RPC contains multiple entries and one is incorrect that it
will respond with the correct Fault code.

Optional Functionality Tag:
Mandatory- Baseline Protocol

References:
Section A.3.2.1/TR069al or latr

Test Execution Type:
Automated

Normative Description:

According to the Broadband Forum-T069 specification, on successful receipt of a
SetParameterValues RPC, the CPE MUST apply the changes to all of the specified Parameters
atomically. That is, eitér all of the value changes are applied together, or none of the changes
are applied at all. In the latter case, the CPE MUST return a fault response indicating the reason
for the failure to apply the changes. The CPE MUST NOT apply any of the specdiegesh
without applying all of them.

Test Setup:
1. Configure the DUT to use the ACS URL set on the CWMP Analyzer.
2. Choose at | east two valid, writable par ame

Allow one of the Parameter Names to be set incorrectly.
3. Comect the DUT and CWMP Analyzer to the network infrastructure.
Procedure:
See IR069i2
Test Metrics:
See IR069i2
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5.60 GetParameterAttributes i Complete Path

Purpose:
This test is designed to verify that the CPE can provide attribute information of a single
complete path.

Optional Functionality Tag:
Mandatory- Baseline Protocol

References:
Section A.3.2.5/TR069al or later

Test Execution Type:
Automated

NormativeDescription:

According to Broadband Forum TB69 specification, if an ACS requests for attribute
information of a parameter using GetParameterAttributes method, the CPE must reply to the
request with attribute information of the parameter.

Test Setup:
1. Configure the DUT to use the ACS URL set on the CWMP Analyzer.
2. Choose a valid parameter path in the DUTOGS
3. Connect the DUT and CWMP Analyzer to the network infrastructure.
Procedure:
See IR069i2
Test Metrics:
See IR069i2
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5.61 GetParameterAttributes i Multiple Complete Paths

Purpose:
This test is designed to verify that the CPE can provide attribute information of multiple
complete paths.

Optional Functionality Tag:
Mandatory- Baseline Protocol

References:
Section A.3.2.57/R-069al or later

Test Execution Type:
Automated

Normative Description:

According to Broadband Forum TB69 specification, if an ACS requests for attribute
information of an array of parameters using GetParameterAttributes method, the CPE must reply
to the request with attribute information of all the parameters in the array.

Test Setup:
1. Configure the DUT to use the ACS URL set on the CWMP Analyzer.
2. Choose two valid parameter paths in the DU
3. Connect the DUT and CWMP Analyzerttee network infrastructure.
Procedure:
See IR069i2
Test Metrics:
See IR069i2

May 2017 © The Broadband Forum. All rights reserved 900f 155



TR-069 Abstract Test Plan ATP-069Issue2 Corrigendum 1
5.62 GetParameterAttributes 1 Partial Path

Purpose:

This test is designed to verify that the CPE can return attribute information of all the
parameters in the branch of the maimerarchy that shares the same prefix as the partial path
argument.

Optional Functionality Tag:
Mandatory- Baseline Protocol

References:
Section A.3.2.1/TR069al or later

Test Execution Type:
Automated

Normative Description:

According to BroadbanBorum TRO069 specification, if an ACS requests for attribute
information of an array of parameters using GetParameterAttributes method, the CPE must reply
to the request with attribute information of all the parameters in the array. If a parameter name
argument is given as a partial path name, the request is to be interpreted as a RPC on return all of
the Parameters in the branch of the naming hierarchy that shares the same prefix as the argument.

Test Setup:
1. Configure the DUT to use the ACS URL settbe CWMP Analyzer.
2. Choose a valid partial parameter path from
3. Connect the DUT and CWMP Analyzer to the network infrastructure.
Procedure:
See IR069i2
Test Metrics:
See IR069i2
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5.63 GetParameterAttributes i Complete and Partal Path

Purpose:

This test is designed to verify that the CPE can return attribute information of all the
parameters in the branch of the name hierarchy that shares the same prefix as the partial path
argument.

Optional Functionality Tag:
Mandatory- Baseline Protocol

References:
Section A.3.2.5/TR069al or later

Test Execution Type:
Automated

Normative Description:

According to Broadband Forum T869 specification, if an ACS requests for attribute
information of an array of parameters using GetRatarAttributes method, the CPE must reply
to the request with attribute information of all the parameters in the array. If a parameter name
argument is given as a partial path name, the request is to be interpreted as a RPC on return all of
the Parametelis the branch of the naming hierarchy that shares the same prefix as the argument.

Test Setup:
1. Configure the DUT to use the ACS URL set on the CWMP Analyzer.
2. Choose a valid complete parameter path and

supported data model.
3. Connect the DUT and CWMP Analyzer to the network infrastructure.
Procedure:
See IR069i2
Test Metrics:
See IR069i2
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5.64 GetParameterAttributes i Invalid Parameter Name

Purpose:
This test is designed to verify that the CPE can rehgrappropriate Fault code when the
Parameter Name is invalid in a GetParameterAttributes RPC.

Optional Functionality Tag:
Mandatory- Baseline Protocol

References:
Section A.3.2.5/TR069al or later

Test Execution Type:
Automated

NormativeDescription:

According to Broadband Forum TB69 specification, if an ACS requests for attribute
information with an invalid Parameter Name using GetParameterAttributes method, the Invalid
Parameter Name fault code (9005) MUST be used instead of the emaeabinvalid
Arguments fault code (9003).

Test Setup:
1. Configure the DUT to use the ACS URL set on the CWMP Analyzer.
2. Configure the CWMP Analyzer with a GetParameterAttributes RPC method that contains
an invalid Parameter Name
3. Connect the DUT and CWMPnalyzer to the network infrastructure.
Procedure:
See IR069i2
Test Metrics:
See IR069i2
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5.65 GetParameterAttributesi Partial Path empty

Purpose:

This test is designed to verify that the CPE can return the appropriate response when the
Parameter Name @af partial path request does not have any sub objects in that partial path.

Note that for other CPE devices, although CWMP requires the ability to get parameter
attributes on a partial path that is empty may not be widespread in implementation. Hththis is
case, those CPE devices should skip this test

Optional Functionality Tag:
Mandatory- Baseline Protocol

References:
Section A.3.2.5/TR069al or later

Test Execution Type:
Automated

Normative Description:

According to the Broadband Forum @9 specification, if the ParameterNames
argument in the request was a partial path, and if there are no Parameters within the object
represented by that partial path (at any level below), the ParameterList MUST be empty, and this
MUST NOT cause an error resgse. For example, if the PortMapping table contained zero
instances and you perform a partial path GetParameterAttributes RPC on this table it would
return and empty ParameterList in the GetParameterAttributesResponse RPC.

Test Setup:
1. Configure the DUT taise the ACS URL set on the CWMP Analyzer.
2. Configure the CWMP Analyzer with a GetParameterAttributes RPC method that contains
a partial path Parameter Name or an object that does not have abjesttis populated
3. Connect the DUT and CWMP Analyzer to thetwork infrastructure.
Procedure:
See IR069i2
Test Metrics:
See IR069i2
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5.66 SetParameterAttributesi Active Notifications

Purpose:
This test is designed to verify that the CPE can successfully process
SetParameterAttributes request from the ACS omaptete path with notification set to Active.

Optional Functionality Tag:
Mandatory- Baseline Protocol

References:
Section A.3.2.4/TR069al or later

Test Execution Type:
Manual

Normative Description:

According to Broadband Forum TB69 specification, when the CPE receives a
SetParameterAttributes request from the ACS on a complete path with notification set to Active,
the CPE must initiate a session to the ACS, and include the new value in the Rarsmetie
associated Inform message when the specified parameter value changes.

Test Setup:
1. Configure the DUT to use the ACS URL set on the CWMP Analyzer.
2. Choose a parameter from the DUTG6s supporte
f rom t biaterfcd dnd is capable of performing active notification.
3. Connect the DUT and CWMP Analyzer to the network infrastructure.
Procedure:
See IR069i2
Test Metrics:
See IR069i2
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5.67 SetParameterAttributesi Active Notifications Persistence

Purpose:

Thistest is designed to verify that the CPE can successfully process
SetParameterAttributes request from the ACS on a complete path with notification set to Active
and that the setting persists across a device reboot.

Optional Functionality Tag:
Mandatory- Baseline Protocol

References:
Section A.3.2.4/TR069al or later

Test Execution Type:
Automated

Normative Description:

According to Broadband Forum T869 specification, when the CPE receives a
SetParameterAttributes request from the ACS on a commétenth notification set to Active,
the CPE must initiate a session to the ACS, and include the new value in the ParameterList in the
associated Inform message when the specified parameter value changes.

Test Setup:
1. Configure the DUT to use the ACS UREt on the CWMP Analyzer.
2. Choose a parameter from the DUTO6s supporte
from the DUTO6s interface and is capable of
3. Connect the DUT and CWMP Analyzer to the network infrastructure.
Procedue:
See IR069i2
Test Metrics:
See IR069i2
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5.68 SetParameterAttributesi Atomic

Purpose:
This test is designed to verify that the CPE can successfully process
SetParameterAttributes request from the ACS containing multiple attributes, one that is in error.

Optional Functionality Tag:
Mandatory- Baseline Protocol

References:
Section A.3.2.ATR-069al or later

Test Execution Type:
Automated

Normative Description:

According to the Broadband Forum 9 specification, on successful receipt of a
SetParameterAttributes RPC, the CPE MUST apply the changes to all of the specified
Parameters immeately and atomically. That is, either all of the attribute changes are applied
together, or none of the changes are applied at all. In the latter case, the CPE MUST return a
fault response indicating the reason for the failure to apply the changes. ERdIFT NOT
apply any of the specified changes without applying all of them. This requirement MUST hold
even if the CPE experiences a crash during the process of applying the changes.

Test Setup:
1. Configure the DUT to use the ACS URL set on the CWMP Analyze
2. Configure the CWMP Analyzer to send a SetParameterAttributes RPC containing two
distinct attribute changes. One of the changes is in error (invalid ParameterName).
3. Connect the DUT and CWMP Analyzer to the network infrastructure.
Procedure:
See IR06912
Test Metrics:
See IR069i2
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5.69 SetParameterAttributesi Passive Notificationi Complete Path

Purpose:
This test is designed to verify that the CPE can successfully process
SetParameterAttributes request from the ACS on a complete path with notification set to Passive.

Optional Functionality Tag:
Mandatory- Baseline Protocol

References:
Section A.3.2.4¥YR-069al or later

Test Execution Type:
Manual

Normative Description:

According to Broadband Forum TB69 specification, when the CPE receives a
SetParameterAttributes request from the ACS on a complete path with notification set to Passive,
whenever thepecified parameter value changes, the CPE must include the new value in the
ParameterList in the Inform message that is sent the next time a session is established to the
ACS. If the CPE has rebooted, or the URL of the ACS has changed since the last gessi
CPE can choose to not include the changed parameter in the first session established with either
the old ACS or the new ACS.

Test Setup:
1. Configure the DUT to use the ACS URL set on the CWMP Analyzer.
2. Choose a paramet er f taonodelthhtean Deldlfietedlocally pp or t e
from the DUTO6s interface.
3. Connect the DUT and CWMP Analyzer to the network infrastructure.
Procedure:
See IR069i2
Test Metrics:
See IR069i2
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5.70 SetParameterAttributesi Passive Notificationi Partial Path

Purpose:
This test is designed to verify that the CPE can successfully process
SetParameterAttributes request from the ACS on a partial path with notification set to Passive.

Optional Functionality Tag:
Mandatory- Baseline Protocol

References:
Section A.3.2.4/TR069al or later

Test Execution Type:
Manual

Normative Description:

According to Broadband Forum TB69 specification, when the CPE receives a
SetParameterAttributes request from the ACS on a particular path with notification set to
Passive, whenever tispecified parameter value changes, the CPE must include the new value in
the ParameterList in the Inform message that is sent the next time a session is established to the
ACS. If the path is partial, the new attributes are to be applied to all Parabedtavshis point
in the name hierarchy. If the CPE has rebooted, or the URL of the ACS has changed since the
last session, the CPE can choose to not include the changed parameter in the first session
established with either the old ACS or the new ACS.

Test Setup:
1. Configure the DUT to use the ACS URL set on the CWMP Analyzer.
2. Choose a partial parameter path fro
parameters that can be altered | oca
3. Connect the DUT and CWMP Analyzerttee network infrastructure.
Procedure:
See IR069i2
Test Metrics:
See IR069i2
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5.71 SetParameterAttributesi Passive Notificationi Complete and
Partial Path

Purpose:

This test is designed to verify that the CPE can successfully process
SetParameterAttributes request from the ACS on both complete and partial paths with
notification set to Passive.

Optional Functionality Tag:
Mandatory- Baseline Protocol

References:
Section A.3.2.4/TR069al or later

Test Execution Type:
Manual

Normative Description:

According to Broadband Forum T869 specification, when the CPE receives a
SetParameterAttributes request from the ACS on a particular path with notification set to
Pass/e, whenever the specified parameter value changes, the CPE must include the new value in
the ParameterList in the Inform message that is sent the next time a session is established to the
ACS. If the path is partial, the new attributes are to be apaiatl Parameters below this point
in the name hierarchy. If the CPE has rebooted, or the URL of the ACS has changed since the
last session, the CPE can choose to not include the changed parameter in the first session
established with either the old ACStbe new ACS.

Test Setup:
1. Configure the DUT to use the ACS URL set on the CWMP Analyzer.
2. Choose two parameter paths, one complete a
data model that contain parameter dacd hat ca
3. Connect the DUT and CWMP Analyzer to the network infrastructure.
Procedure:
See IR069i2
Test Metrics:
See IR069i2
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5.72 SetParameterAttributesi Disable Notification

Purpose:
This test is designed to verify that the CPE is capable of disabling previously set
notification attribute.

Optional Functionality Tag:
Mandatory- Baseline Protocol

References:
Section A.3.2.4/TR069al or later

Test Execution Type:
Manual

NormativeDescription:

According to Broadband Forum TB69 specification, when the CPE receives a
SetParameterAttributes request from the ACS on a particular path with notification set to 0
(disable natification), the CPE must cease informing the ACS of value chaegts on that
parameter.

Test Setup:
1. Configure the DUT to use the ACS URL set on the CWMP Analyzer.
2. Choose a parameter path (complete or part.i
current set for either active or passive notification.
3. Connecthe DUT and CWMP Analyzer to the network infrastructure.
Procedure:
See IR069i2
Test Metrics:
See IR069i2
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5.73 SetParameterAttributesi Incorrect Parameter Name

Purpose:
This test is designed to verify that the CPE can successfully process
SetParametertfributes request from the ACS on an incorrect Parameter Name.

Optional Functionality Tag:
Mandatory- Baseline Protocol

References:
Section A.3.2.4/TR069al or later

Test Execution Type:
Automated

Normative Description:

According to Broadband ForuiifR-069 specification, when the CPE receives a
SetParameterAttributes request from the ACS on a an incorrect Parameter Name, If the fault is
caused by an invalid parameter name, the Invalid Parameter Name fault code (9005) MUST be
used instead of the moremgral Invalid Arguments fault code (9003).

Test Setup:
1. Configure the DUT to use the ACS URL set on the CWMP Analyzer.
2. Choose a parameter from the DUTG6s supporte
Notification.
3. Connect the DUT and CWMRnalyzer to the network infrastructure.
Procedure:
See IR069i2
Test Metrics:
See IR069i2
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5.74 AddObiject

Purpose:

This test is designed to verify that the CPE is capable of creating an instance of a multi
instance object. Note that for other CPE deviethough CWMP requires the ability to add
objects, the creatable objects may not be widespread in implementation. If this is the case, those
CPE devices should skip this test.

Optional Functionality Tag:
Mandatory- Baseline Protocol

References:
Sectbn A.3.2.6/TR069al or later

Test Execution Type:
Automated

Normative Description:

According to Broadband Forum T869 specification, if an ACS uses AddObject RPC to
create a new instance of a muitstance object in the DUT, the DUT should honorrdwuest,
perform necessary action, create a new instance, and report back to ACS with the
instanceNumber of the newly created object. The AddObject method call from the ACS takes as
an argument the path name of the collection of objects for which a nenadass to be created.
For example:

Top.Group.Object.
This path name does not include an instance number for the object to be created. The instance
number is assigned by the CPE and returned in the response.

Test Setup:
1. Configure the DUT to use the AGERL set on the CWMP Analyzer.
2. Chooseamuki nst ance, writable object within the

3. Configure the CWMP Analyzer to set the ParameterKey to a unique value in the
AddObject RPC.
4. Connect the DUT and CWMP Analyzer to the networkasfructure.
Procedure:
See IR069i2
Test Metrics:
See IR069i2
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5.75 AddObiject 1 Error Conditions

Purpose:
This test is designed to verify that the CPE is capable handling incorrect AddObject
methods.

Optional Functionality Tag:
Mandatory- Baseline Protcol

References:
Section A.3.2.6/TR069al or later

Test Execution Type:
Automated

Normative Description:
According to Broadband Forum T869 specification, addition of an object MUST be
done atomically. That is, either all of the Parameterssababjects are added together, or none
are added. In the latter case the CPE MUST return a fault response indicating the reason for the
failure to add the object. The CPE MUST NOT add any contained Parametersobjesttb as a
result of this method caltithout adding all of them (all Parameters and-shjects supported
by that CPE).

Test Setup:
1. Configure the DUT to use the ACS URL set on the CWMP Analyzer.
2. Chooseamuti nst ance, writable object within the

3. Configure theCWMP Analyzer to produce the following invalid AddObject parameter:
a. AddObject Request without a fA.0 at the
4. Connect the DUT and CWMP Analyzer to the network infrastructure.
Procedure:
See IR069i2
Test Metrics:
See IR069i2
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5.76 DeleteObject

Purpose:

This test is designed to verify that the CPE is capable of removing a particular instance of
an object. Note that for other CPE devices, although CWMP requires the ability to delete objects,
the creatable objects may not be widespread in implatien. If this is the case, those CPE
devices should skip this test.

Optional Functionality Tag:
Mandatory- Baseline Protocol

References:
Section A.3.2.7/TR069al or later

Test Execution Type:
Automated

Normative Description:

According to Broadband Forum T869 specification, if an ACS uses DeleteObject RPC
to remove a particular instance of an object in the DUT, the DUT must honor the request, delete
the particular instance of the object, and disregard the state previousliatess with all
Parameters (values and attributes) andahjbcts contained within this instance. The
DeleteObject method call from the ACS takes as an argument the path name of the object
instance including the instance number. For example:

Top.GroupObject.2.
When an object instance is deleted, the instance numbers associated with any other instances of
the same collection of objects remain unchanged. Thus, the instance numbers of object instances
in a collection might not be consecutive.

Test Setp:
1. Configure the DUT to use the ACS URL set on the CWMP Analyzer.
2. Add a known object to the DUT, if an object is not available.
3. Configure the CWMP Analyzer to set the ParameterKey in the DeleteObject RPC to a
unique value.
4. Connect the DUT and CWMP Analyzierthe network infrastructure.
Procedure:
See IR069i2
Test Metrics:
See IR069i2
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5.77 DeleteObjecti Error Conditions

Purpose:
This test is designed to verify that the CPE is capable of handling error conditions in the
DeleteObject RPC.

Optional Functionality Tag:
Mandatory- Baseline Protocol

References:
Section A.3.2.7/TR069al or later

Test Execution Type:
Automated

Normative Description:

According to Broadband Forum T869 specification, if the fault is caused by an invalid
ObjectName vale, the Invalid Parameter Name fault code (9005) MUST be used instead of the
more general Invalid Arguments fault code (9003). The ObjectName value MUST be considered
invalid if it does not exactly match the name of a single instance of aimatdince olgct
currently present in the CPEO6s data model

Test Setup:
1. Configure the DUT to use the ACS URL set on the CWMP Analyzer.
2. Add a known object to the DUT, if an object is not available.
3. Configure the CWMP Analyzer to send a DeleteObject RPC method with@ttfi . 0 a't
the end of the Object instance.
4. Connect the DUT and CWMP Analyzer to the network infrastructure.
Procedure:
See IR069i2
Test Metrics:
See IR069i2

May 2017 © The Broadband Forum. All rights reserved 1060f 155



TR-069 Abstract Test Plan ATP-069Issue2 Corrigendum 1
5.78 Reboot

Purpose:
This test is designed to verify that the CPE is capable of performing @t rgben
instructed by the ACS.

Optional Functionality Tag:
Mandatory- Baseline Protocol

References:
Section A.3.2.9/TR069al or later

Test Execution Type:
Automated

Normative Description:

According to Broadband Forum TB69 specification, when an AGstructs the CPE to
perform a reboot by issuing the Reboot method call, the CPE must send a successful method
response and complete the remainder of the session prior to rebooting.

Test Setup:
1. Configure the DUT to use the ACS URL set on the CWMP Analyze
2. Connect the DUT and CWMP Analyzer to the network infrastructure.
3. Configure the CWMP Analyzer to set the CommandKey reboot argument in the Reboot
RPC.
Procedure:
See IR069i2
Test Metrics:
See IR069i2
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5.79 Manual Reboot

Purpose:
This test is designed to verify that the CPE is capable of sending the BOOT eventcode in
the first INFORM RPC after a manual reboot of the CPE.

Optional Functionality Tag:
Mandatory- Baseline Protocol

References:
Section 3.7.1.5/T®69al or later

Test Execution Type:
Manual

Normative Description:
According to Broadband ForumT®6 9 speci fi cation, A1 BOOTO
session was established due to the CPE being powered up or reset.

Test Setup:

1. Configure the DUT to use the ACS URL settbe CWMP Analyzer.
Procedure:

See IR069i2
Test Metrics:

See IR069i2
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5.80 Download Testi Basic Version Upgrade

Purpose:
This test is designed to verify that the CPE is capable of performing the Download RPC
and apply the new software or firmware image.

Optional Functionality Tag:
Mandatory- Baseline Protocol

References:
Section A.3.2.8/TR069al or later

Test Execution Type:
Automated

Normative Description:

According to the Broadband Forum 19 specification, when Download method call is
used bythe ACS instructing the CPE to download a specified file from the designated location,
the CPE must indicate successful or unsuccessful completion of the download using one of the
following three means:

1 A download Response with the status argument haviegue of 0 (indicating success),

or a fault response to the Download request (indicating failure).

1 A TransferComplete RPC called later in the same session as the Download request

(indicating either success or failure). In this case, the Status argumtieat

corresponding DownloadResponse must have a value of 1.

1 A TransferComplete RPC made in a subsequent session (indicating either a success or
failure). In this case, the Status argument in the corresponding DownloadResponse must

have a value of 1.

Regardless of which mechanism is used, the CPE must only indicate successful
completion of the download after the downloaded file has both been successfully transferred and
applied. If the downloaded file is a software image, the CPE must consider thiealdechfile
to be successfully applied only after the new software image is actually installed and operational.
If the software image replaces the overall software of the CPE (which would typically require a
reboot to install and begin execution), the ®afeVersion represented in the data model must
already reflect the updated software image in the session in which the CPE makes a
TransferComplete RPC on the ACS indicating successful download.

If the CPE requires a reboot to apply the downloaded fiéa the only appropriate
means of indicating successful completion is the third option listed db@v@ansferComplete
message sent in a subsequent session.

Test Setup:
1. Configure the DUT to use the ACS URL set on the CWMP Analyzer.
2. Obtain a firmware imge for the DUT that, while structurally identical to the operating
firmware under test, contains a different image version number.
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3. Configure and provide a file server (i.e., http or ftp) that can be accessed by DUT through
the network infrastructure. Authtication may or may not be configured on the file
server.

4. Configure the CWMP Analyzer to set the CommandKey to a unique value in the
Download RPC.

5. Copy the provided firmware image to the file server.

6. Connect all components of the test setup to the nktimbrastructure.

Procedure:
See IR069i2
Test Metrics:
See IR069i2
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5.81 Download Testi Queuing

Purpose:
This test is designed to verify that the CPE is capable of performing the Download RPC
and Queuing up to a minimum of 3 separate download ingance

Optional Functionality Tag:
Mandatory- Baseline Protocol

References:
Section A.3.2.8/TR069al or later

Test Execution Type:
Automated

Normative Description:

According to the Broadband Forum 189 specification, if the CPE receives one or
moreDownload or ScheduleDownload requests before performing a previously requested
download, the CPE MUST queue all requested downloads and perform each of them as closely
as possible to the requested time (based on the value of the DelaySeconds argurheriiraad t
of the request). Queued downloads MUST be retained across reboots of the CPE. The CPE
MUST be able to queue a minimum of three file transfers (downloads and uploads). For each
download performed, the CPE MUST send a distinct TransferComplete.

If the CPE receives multiple Download requests with the same source URL, the CPE MUST
perform each download as requested, and MUST NOT assume that the content of the file to be
downloaded is the same each time.

Test Setup:

1. Configure the DUT to use the ACS UREt on the CWMP Analyzer.

2. Obtain a firmware image for the DUT that, while structurally identical to the operating
firmware under test, contains a different image version number.

3. Configure and provide a file server (i.e., http or ftp) that can be accegs&ddIbthrough
the network infrastructure. Authentication may or may not be configured on the file
server.

4. Copy the provided firmware image to the file server.

5. Connect all components of the test setup to the network infrastructure.

Procedure:
See IR0692
Test Metrics:
See IR069i2
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5.82 Download Testi Delay

Purpose:
This test is designed to verify that the CPE is capable of performing the Download RPC
with associated delay attribute.

Optional Functionality Tag:
Mandatory- Baseline Protocol

References:
Section A.3.2.8/TR069al or later

Test Execution Type:
Automated

Normative Description:

According to the Broadband Forum 9 specification, the CPE MUST perform and
apply the download immediately after the time indicated by DelaySecanldssuhis is not
possible for reasons outside the CPEG6s contro
and apply the download within one hour after the time indicated by DelaySeconds. If the CPE
cannot begin the download within this time windolae CPE MUST consider the download to
have failed and report this failure to the ACS using the TransferComplete method.

The ACS MAY set the FileSize value to zero. The CPE MUST interpret a zero value to
mean that that the ACS has provided no informatiamutthe file size. In this case, the CPE
MUST attempt to proceed with the download under the presumption that sufficient space is
available, though during the course of download, the CPE might determine otherwise.

Test Setup:
1. Configure the DUT to use th&CS URL set on the CWMP Analyzer.
2. Obtain a firmware image for the DUT that, while structurally identical to the operating
firmware under test, contains a different image version number.
3. Configure and provide a file server (i.e., http or ftp) that can besaed by DUT through
the network infrastructure. Authentication may or may not be configured on the file
server.

4. Copy the provided firmware image to the file server.

5. Configure CWMP Analyzer to set the download FileSize to be zero.

6. Configure the CWMP Angzer to set the DelaySeconds to one minute.

7. Connect all components of the test setup to the network infrastructure.
Procedure:

See IR069i2
Test Metrics:

See IR069i2
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5.83 Download Testi Retry

Purpose:

This test is designed to verify that the CPEapable of resending the TransferComplete
request after a download has occurred and the ACS has not responded to the first
TransferComplete request.

Optional Functionality Tag:
Mandatory- Baseline Protocol

References:
Sections 3.2.1.1, 3.7.1.5/TB69alor later

Test Execution Type:
Automated

Normative Description:

According to the Broadband Forum 9 specification, the URL Download argument
MUST NOT include the Auserinfod component, as
Download request loause the FileSize argument exceeds the available space on the device, it
MUST use the Download Failure (9010) fault code.

I f the CPE detects the presence of the Aus
it SHOULD reject the Upload request with taeilt code 9003 (Invalid arguments).

Test Setup:

1. Configure the DUT to use the ACS URL set on the CWMP Analyzer.

2. Obtain a firmware image for the DUT that, while structurally identical to the operating
firmware under test, contains a different ima&gesion number.

3. Configure and provide a file server (i.e., http or ftp) that can be accessed by DUT through
the network infrastructure. Authentication may or may not be configured on the file
server.

4. Copy the provided firmware image to the file server.

5. Connect all components of the test setup to the network infrastructure.

Procedure:
See IR069i2
Test Metrics:
See IR069i2

May 2017 © The Broadband Forum. All rights reserved 1130f 155



TR-069 Abstract Test Plan ATP-069Issue2 Corrigendum 1

5.84 CancelTransfer

Purpose:
This test is designed to verify that the DUT correctly performs Cancel Transfer via the
CancelTransfeRPC method.

Optional Functionality Tag:
Conditionally Mandatory Optional RPG CancelTransfer

References:
Section A.4.1.9/TR069a3 or later

Test Execution Type:
Automated

Normative Description:

According to the Broadband Forum 9 specificationthis method MAY be used by
the ACS to cause the CPE to cancel a file transfer initiated by an earlier Download,
ScheduleDownload or Upload method call. The TransferComplete method is not called for a file
transfer that has successfully been canceled.

TestSetup:
1. Configure the DUT to use the ACS URL set on the CWMP Analyzer
2. Configure the CWMP Analyzer to send a download request to start a Firmware image
upgrade. Have the firmware image available on an accessible file server that is reachable
by the DUT.
3. Comect the DUT, DHCP server or simulator, and CWMP Analyzer to the network
infrastructure.
Procedure:
See IR069i2
Test Metrics:
See IR069i2
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5.85 Upload

Purpose:
The purpose of this test is to verify DUT's upload functionality.

Optional Functionality Tag:
Conditionally Mandatory Optional RPQ Upload

References:
Section A.4.1.5/TR069al or later

Test Execution Type:
Automated

Normative Description:

According to Broadband Forum T869 specification, if an ACS issues an Upload RPC
on the DUT, thdOUT may choose to upload the specified file to the designated location. If the
file cannot be successfully uploaded, the DUT must not attempt to retry the file upload on its
own initiative, but instead must report the failure of the upload to the ACStiveat the Upload
response.

Test Setup:

1. Configure the DUT to use the ACS URL set on the CWMP Analyzer.

2. Install or acquire a vendor configuration or log file that is installed on the DUT.

3. Configure and provide a file server (i.e., http or ftp) that carcbessed by DUT through
the network infrastructure. Authentication may or may not be configured on the file
server.

4. Configure the CWMP Analyzer to set the CommandKey to a unigue value in the Upload
RPC.

5. Connect all components of the test setup to the n&timfrastructure.

Procedure:
See IR069i2
Test Metrics:
See IR069i2
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5.86 Uploadi Queuing

Purpose:
The purpose of this test is to verify DUT's upload functionality and its ability to queue a

minimum of 3 Upload File Transfers.

Optional Functionality Tag:
Conditionally Mandatory Optional RPG Upload

References:
Section A.4.1.5/TR069al or later

Test Execution Type:
Automated

Normative Description:

According to Broadband Forum TB69 specification, if the CPE receives one or more
Upload requests before performing a previously requested upload, the CPE MUST queue all
requested uploads and perform each of taeralosely as possible to the requested time (based
on the value of the DelaySeconds argument and the time of the reques8d Qpmads MUST
be retained across reboots of the CPE. The CPE MUST be able to queue a minimum of three file
transfers (downloads and uploads).

Test Setup:

1. Configure the DUT to use the ACS URL set on the CWMP Analyzer.

2. Install or acquire a vendor configion or log file that is installed on the DUT.

3. Configure and provide a file server (i.e., http or ftp) that can be accessed by DUT through
the network infrastructure. Authentication may or may not be configured on the file
server.

4. Connect all components the test setup to the network infrastructure.

Procedure:
See IR069i2
Test Metrics:
See IR069i2
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5.87 Uploadi Delay

Purpose:
The purpose of this test is to verify DUT's upload functionality with respect to the
DelaySeconds parameter being set.

Optional Functionality Tag:
Conditionally Mandatory Optional RPG Upload

References:
Section A.4.1.5/TR069al or later

Test Execution Type:
Automated

Normative Description:

According to Broadband Forum T869 specificationthe CPE MUST perform the
upload immediately after the time indicated by DelaySeconds, unless this is not possible for
reasons outside the CPEGs control, in which <c
within one hour after the time indicated by DelaySeconds. If the CRitothegin the upload
within this time window, the CPE MUST consider the upload to have failed and report this
failure to the ACS using the TransferComplete method.

This URL MUST NOT include the fAuselftienf o0 ¢
CPEdetet s t he presence of the Auserinfod componce
reject the Upload request with the fault code 9003 (Invalid arguments).

Test Setup:

1. Configure the DUT to use the ACS URL set on the CWMP Analyzer.

2. Install or acquire a vetor configuration or log file that is installed on the DUT.

3. Configure and provide a file server (i.e., http or ftp) that can be accessed by DUT through
the network infrastructure. Authentication may or may not be configured on the file
server.

4. Configurethe CWMP Analyzer to set the Upload URL with the Upload DelaySeconds
parameter with a value of 60.

5. Connect all components of the test setup to the network infrastructure.

Procedure:
See IR069i2
Test Metrics:
See IR069i2
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5.88 Schedulelnform Test

Purpose:
The purpose of this test is to verify that the CPE is able to scheduletimenaform
method call when requested by the CWMP Analyzer using Schedulelnform Test.

Optional Functionality Tag:
Conditionally Mandatory Optional RPQ Schedulelform

References:
Section A.4.1.2/TR069al or later

Test Execution Type:
Automated

Normative Description:
According to Broadband Forum TB69 specification, if an ACS issues a
Schedulelnform RPC, the CPE MUST schedule atone Inform method call somiete in the
future. The time the CPE must wait before issuing an Inform message is specified as a parameter
in the Schedulelnform request.

Test Setup:

1. Configure the DUT to use the ACS URL set on the CWMP Analyzer.

2. Choose a time interval between 60 and 88€onds for the DUT to perform the

scheduled inform.

3. Connect the DUT and CWMP Analyzer to the network infrastructure.

4. Configure the CWMP Analyzer to set the CommandKey Schedulelnform RPC.
Procedure:

See IR069i2
Test Metrics:

See IR069i2
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5.89 FactoryResd

Purpose:
The purpose of this test is to verify that the DUT is capable of performing factory reset
procedure upon receipt of FactoryReset RPC from the ACS.

Optional Functionality Tag:
Conditionally Mandatory Optional RPG FactoryReset

References
Section A.4.1.6/TR069al or later

Test Execution Type:
Automated

Normative Description:

According to Broadband Forum T869 specification, if an ACS issues a FactoryReset
RPC to the DUT, the DUT can choose to perform factory reset. The DUT must initiate the
FactoryReset procedure only after successful completion of the session.

Test Setup:
1. Configure the DUT to use the ACS URL set on the CWMP Analyzer.
2. Connect the DUT and CWMP Analyzer to the network infrastructure.
Procedure:
See IR069i2
Test Metrics:
See IR069i2
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5.90 CWMP Faults i Basic RPC Faults

Purpose:
The purpose of this test is verify that the DUT is capable of rejecting RPCs that it does

not support.

Optional Functionality Tag:
Mandatory- Baseline Protocol

References:
Section A.5.1/TR069al or later

Test Execution Type:
Automated

Normative Description:

Section A.5.1 oBroadband Forum TR69 specification, specifies the CWMP Fault
codes that can be returned by the CPE in a variety of circumstances. These faults, listed in Table
65 of [1], consist of a fault code which must be used as the value of the SOAP fault code
element , as wel | as arguments that may be requi
fault codes are allowed or required for each of the RPCs described in CWMP.

This test exercisdMethioed hmhasi cuppolrt edi®d9000

Test Setup:
1. Configure the DUT to use the ACS URL set on the CWMP Analyzer.
2. Choose a valid RPC that is not listed as supported by the DUT.
3. Connect the DUT and CWMP Analyzer to the network infrastructure.
Procedure:
See IR069i2
Test Metrics:
See IR069i2
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5.91 CWMP Faultsi Download Failure

Purpose:
The purpose of this test is to verify that the DUT is capable of notifying the ACS of a
failed Download RPC and TransferComplete RPC.

Optional Functionality Tag:
Mandatory- Baseline Protocol

References:
SectionA.5.1/TR-069al or later

Test Execution Type:
Automated

Normative Description:

Section A.5.1 of Broadband Forum A9 specification, specifies the CWMP Fault
codes that can be returned by the CPE in a variety of circumstances. These faults, laésl in T
65 of [1], consist of a fault code which must be used as the value of the SOAP fault code
el ement, as well as arguments that may be req
fault codes are allowed or required for each of the RPCsibedan CWMP.

This test exercises the faults that arise from a failed file transfer using the Upload and
Download RPCs. The CPE attempts the transfer after the ACS makes an Upload or Download
RPC on it, and makes the TransferComplete RPC on the ACSthdéle transfer is completed
or when an error occurs. The TransferComplete RPC contains a FaultStruct which includes any
faults associated with the transfer. This test exercises faults 9010 through 9013, though the CPE
may also include more detailed@ codes for transfer errors (9692819).

Test Setup:

1. Configure the DUT to use the ACS URL set on the CWMP Analyzer.

1. Install or acquire a vendor configuration or log file that is installed on the DUT.

2. Configure and provide a file server (i.e., httptp) that can be accessed by DUT through
the network infrastructure. Configure the file server both for unauthenticated and
authenticated transfers.

3. Connect the DUT and CWMP Analyzer to the network infrastructure.

Procedure:
See IR069i2
Test Metrics:
See IR-069i2
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5.92 CWMP Faults i Upload Failure

Purpose:
The purpose of this test is to verify that the DUT is capable of notifying the ACS of a
failed Upload RPC, TransferComplete RPC.

Optional Functionality Tag:
Conditionally Mandatory Optional RPG Upload

References:
Section A.5.1/TR069al or later

Test Execution Type:
Automated

Normative Description:

Section A.5.1 of Broadband Forum A9 specification, specifies the CWMP Fault
codes that can be returned by the CPE in a variety of circumstahicese faults, listed in Table
65 of [1], consist of a fault code which must be used as the value of the SOAP fault code
el ement, as well as arguments that may be req
fault codes are allowed or reqeidt for each of the RPCs described in CWMP.

This test exercises the faults that arise from a failed file transfer using the Upload and
Download RPCs. The CPE attempts the transfer after the ACS makes an Upload or Download
RPC on it, and makes the Tran§femplete RPC on the ACS when the file transfer is completed
or when an error occurs. The TransferComplete RPC contains a FaultStruct which includes any
faults associated with the transfer. This test exercises faults 9010 through 9013, though the CPE
mayalso include more detailed error codes for transfer errors {9019).

Test Setup:

1. Configure the DUT to use the ACS URL set on the CWMP Analyzer.

2. Install or acquire a vendor configuration or log file that is installed on the DUT.

3. Configure and provide file server (i.e., http or ftp) that can be accessed by DUT through
the network infrastructure. Configure the file server both for unauthenticated and
authenticated transfers.

4. Connect the DUT and CWMP Analyzer to the network infrastructure.

Procedure:
See IR069i2
Test Metrics:
See IR069i2
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5.93 Run Diagnostics

Purpose:

This test is designed to verify that the DUT correctly runs an IP Ping diagnostics Test
(defined in BroadBand Forum TR98) and sends back the correct
COMPLETE 0 evemidoder m

Optional Functionality Tag:
Mandatory- Baseline Protocol

References:
Section 3.7.1.5/TR69al or later
Broadband Forum TiR98
IETF RFC 792

Test Execution Type:
Automated

Normative Description:

According to the Broadband Forum 0R8 specitation, defines an object and set of
parameters for performing a simple diagnostic
application. The test is initiated by the ACS using a SetParameterValues remote procedure call
that changes the value of the DiagticsState parameter in the IPPingDiagnostics object to a
value of ARequestedo. The CPE then perfor ms
session terminates successfully.

This test uses the following values for the wateabled parameters tine
IPPingDiagnostics object:

Host: set to the IP address of the CWMP Analyzer
NumberofRepetitions: 10

Timeout: 1000

DataBlockSize: 64

DSCP: 0

arwnE

Upon conclusion of the test, the CPE initiat
DI AGNOSTI CS C OteIhfdEnT &gdimeints.

Test Setup:
1. Configure the DUT to use the ACS URL set on the CWMP Analyzer
2. Configure the CWMP Analyzer to correct Ping parameters for test
3. Connect the DUT, DHCP server or simulator, and CWMP Analyzer to the network
infrastructure.
Procedure:
See IR069i2
Test Metrics:
See IR069i2
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5.94 GetAllQueuedTranfers

Purpose:
The purpose of this test is to verify DUT's GetAllQueuedTransfers functionality.

Optional Functionality Tag:
Conditionally Mandatory Optional RPG GetAllQueuedTransfers

References:
Section A.4.1.7/TR069a2 or later

Test Execution Type:
Automated

Normative Description:

According to Broadband Forum T869 specificationthis method MAY be used by an
ACS to determine the status of all queued dowadaand uploads, including any that were not
specifically requested by the ACS, i.e. autonomous transfers.

Test Setup:

1. Configure the DUT to use the ACS URL set on the CWMP Analyzer.

2. Configure the DUT to have 2 distinct Download and Upload function queuexcttivity.

Use the DelaySeconds parameter to time the events.

3. Connect all components of the test setup to the network infrastructure.
Procedure:

See IR069i2
Test Metrics:

See IR069i2
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5.95 XML Namespace Prefix Validation

Purpose:
Thistestislesi gned to verify that the CPE doesndég
Prefixes.

Optional Functionality Tag:
Mandatory- Baseline Protocol

References:
Section 3.5/TR069al or later
Namespaces in XML 1.0 [http://www.w3.0org/TR/RE@GI-names/]

Test Executbn Type:
Automated

Normative Description:

According to the Broadband Forum¥R6 9 speci f iintadaboven, HfA Not e
examples, the XML namespace prefixes used are only examples. The actual namespace prefix
values are arbitrary, and are used onlytorefer a namespace decl arati onc¢

Test Setup:
1. Configure the DUT to use the ACS URL set on the CWMP analyzer.
2. Configure the CWMP analyzer to use random (yet valid) namespace prefixes for SOAP
and CWMP.
3. Connect the DUT and CWMP analyzer to the network infragira.
Procedure:
See IR069i2
Test Metrics:
See IR069i2
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5.96 DUT receives chunked transfer encoding

Purpose:
This test is designed to verify that the DUT can properly receiv6IRessages sent by
an ACS using HTTP 1.1 chunked transésicoding.

Optional Functionality Tag:
Mandatory- Baseline Protocol

References:
Section 3.4/TRD69al or later
RFC 2616 section 3.6.1

Test Execution Type:
Automated

Normative Description:

According to Broadband Forum T869 specification, the DUT must use HTTP.1.1
HTTP 1.1 allows the use of chunked Trandfecoding in both requests and responses. The
TransferEncoding used by the ACS and the DUT do not need to match.

This test sends the InformResponse as a single chunk, and a GetParameterValuesRequest
in multiple chunks.

Test Setup:
1. Configure the DUT to use the ACS URL set on the CWMP Analyzer.
2. Connect the DUT and CWMP Analyzer to the network infrastructure.
Procedure:
See IR069i2
Test Metrics:
See IR069i2
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5.97 DUT properly encodes and decodes XML entities

Purpose:
This test is designed to verify that the DUT can properly send and receive data values that
must be represented as XML entities such as 6

Optional Functionality Tag:
Mandatory- Baseline Protocol

References:
Section3.5/TR-069al or later
[1] Simple Object Access Protocol (SOAP) 1.1
[2] XML http://mvww.w3.0org/TR/REEmI section 2.4 and section 4.1

Test Execution Type:
Automated

Normative Description:

According to BroadbanBorum TRO69 specification, SOAP 1.1 is required, which is
based on the XML specification. Section 2.4 of [2] states that character data MUST NOT
include a |literal 0<06 or 0&60. A CDATA sectio
CDATA sectb n . I f the CDATA section needs to inclu
test identifies parameters that could contain these problematic characters and tests the behavior
of the device when they do contain these characters. If a value is setlenitteecontaining the
problematic characters with SetParameterValues and then read back with GetParameterValues, it
is possible that the device stored the escaped data. The test should independently verify the data
value on the device to ensure thatdlegice decoded the XML entity.

For example: Setting the SSID via the ACS
XML containing a data value encoded as ndfooé&l
checked to ensure that tthdtf otokd tS Rlabnpi; d ] kfgdag b
the SSID should result in a data valwue encode
Other writeable strings in the data model that could be used include username, password and

PersistentData.
Section 4.1 of [2] sttes the DUT MUST be able to decode numerically escaped data such

as A&#x41; 0 as hexidecimal and A&#65; 0 as a d
If the DUT supports Devicelnfo.DevicelLog, the test should retrieve that parameter as it

can be a source of problematic characters.

Test Setup:
1. Configure the DUT to use the ACS URL set on the CWMP Analyzer.
2. Connect the DUT and CWMP Analyzer to the netwiafkastructure.
Procedure:
See IR069i2
Test Metrics:
See IR069i2

May 2017 © The Broadband Forum. All rights reserved 1270f 155


http://www.w3.org/TR/REC-xml

TR-069 Abstract Test Plan ATP-069Issue2 Corrigendum 1

5.98 Inform on IP address change

Purpose:
This test is designed to verify that the DUT sends an Inform when the IP address assigned
to the DUT changes.

Optional Functionality Tag:
Mandaory - Baseline Protocol

References:
Section 2.3.3/TR069al or later
Section 2.4.1/TRD98 or later
Section 3.5/TRL06a3 or earlier
Inform and Notification Requirements/TE81 XML

Test Execution Type:
Automated

Normative Description:

According to Broadband Forum T898 specification, ConnectionRequestURL and
ExternallPAddress are required to be sent on every Inféwweording to the Broadband Forum
TR-181 specification, the ConnectionRequestURL parameter is required to be senyin ever
Inform. From TR69 section 3.2.1, or section 2.3.3 in amendment 1 and newer, If the IP address
changes, an Inform should be sent with Inform parameters reflecting the new IP address.

Test Setup:

1. Configure the DUT to use the ACS URL set on the CWMP Araaly

2. Connect the DUT and CWMP Analyzer to the network infrastructure.
Procedure:

See IR069i2
Test Metrics:

See IR069i2
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5.99 No Inform on reconnect with no IP address change

Purpose:
This test is designed to verify that the DUT does NOT send an Inftven the IP
address assigned to the DUT remains the same on reconnect.

Optional Functionality Tag:
Mandatory- Baseline Protocol

References:
Section 3.4/TRD69al or later
Broadband Forum TR98 section 2.4.1

Test Execution Type:
Manual

NormativeDescription:

According to Broadband Forum T898 section 2.4.1, ConnectionRequestURL and
ExternallPAddress are required to be sent on every Inform. Froe@DTdection 3.2.1, or section
2.3.3 in amendment 1 and newer, If the IP address changes, an |héariah lse sent with
Inform parameters reflecting the new IP address. There is no need to send an Inform if there are
no events to deliver upon reconnection.

Test Setup:
1. Configure the DUT to use the ACS URL set on the CWMP Analyzer.
2. Connect the DUT and CWRIAnalyzer to the network infrastructure.
3. Configure the DUT to disable periodic informs.
4. Configure the DUT to set Active Notifications to 0 for ConnectionRequestURL and
ExternallPAddress
Procedure:
See IR069i2
Test Metrics:
See IR069i2
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5.100EnableCWMP setto false

Purpose:
This test is designed to verify that the DUT no longer sends Informs after EnableCWMP
is set to false.

Optional Functionality Tag:
Conditionally Mandatory Optional ParameterEnable CWMP

References:
TR-069al or later
TR-098a2 olater

Test Execution Type:
Manual

Normative Description:

According to Broadband Forum T898 specification, setting EnableCWMP to false
means that CWMP support in the CPE is disabled, in which case the device MUST NOT send
any Inform messages to the AGBaccept any Connection Request Notifications from the ACS.
FromTR69 section A. 2.1 the values A00 and Afals
equivalently represent the logical value false.

Test Setup:

1. Configure the DUT to use the ACS URéton the CWMP Analyzer.

2. Connect the DUT and CWMP Analyzer to the network infrastructure
Procedure:

See IR069i2
Test Metrics:

See IR069i2
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5.101Change ACS Username and password

Purpose:
This test is designed to verify that the ACS can changestmame and password used
to contact the ACS.

Optional Functionality Tag:
Mandatory- Baseline Protocol

References:
TR-069al or later
TR-098a2 or later

Test Execution Type:
Automated

Normative Description:
According to Broadband Forum T898 specificdon, the ACS can change the username
and password used to contact the ACS.

Test Setup:
1. Configure the DUT to use the ACS URL set on the CWMP Analyzer.
2. Connect the DUT and CWMP Analyzer to the network infrastructure
Procedure:
See IR069i2
Test Metrics:
See IR069i2
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5.102PeriodInformEnable enables periodic Informs

Purpose:
This test is designed to verify that the CPE does not send periodic Informs if
PeriodicinformEnable is false.

Optional Functionality Tag:
Mandatory- Baseline Protocol

References:
TR-069al or later
TR-098a2 or later

Test Execution Type:
Automated

Normative Description:

According to Broadband Forum T898 specification, setting PeriodicinformEnable to 0
(false) will prevent the ACS from sending periodic Informs to the ACS. Setting
PeriodicinformEnable to 1 (true) will allow the ACS to send periodic Informs to the ACS

Test Setup:
1. Configure the DUT to use the ACS URL set on the CWMP Analyzer.
2. Connect the DUT and CWMP Analyzer to the network infrastructure.
Procedure:
See IR069i2
Test Metrics:
See IR069i2
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5.103PeriodicinformTime in The Past Controls Periodic Inform

Purpose:
This test is designed to verify that the CPE properly offsets periodic Informs based on
PeriodicinformTime.

Optional Functionality Tag:
ConditionallyMandatay i Absolute Time

References:
TR-069al or later
TR-098a2 or later
TR-181i2 or later

Test Execution Type:
Automated

Normative Description:

According to Broadband Forum T®98 specification, periodic Informs must occur at
integer multiples oPeriodicInforminterval either before or after PeriodicinformTime. This test
sets PeriodicInforminterval to 2 minutes and sets PeriodicinformTime in UTC to 6 minutes
behind the current time of the CPE. The CPE should issue at least one Periodic Infianm wit
three minutes.

Test Setup:
1. Configure the DUT to use the ACS URL set on the CWMP Analyzer.
2. Connect the DUT and CWMP Analyzer to the network infrastructure.
Procedure:
See IR069i2
Test Metrics:
See IR069i2
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5.104PeriodicInformTime in the future controls periodic Inform

Purpose:
This test is designed to verify that the CPE properly offsets periodic Informs based on
PeriodicinformTime.

Optional Functionality Tag:
Conditionally Mandatory Absolute Time

References:
TR-069al or later
TR-098a2 or later
TR-181i2 or later

Test Execution Type:
Automated

Normative Description:

According to Broadband Forum T®98 specification, periodic Informs must occur at
integer multiples of Periodicinforminterval either before or after PeriodicinformTime. This test
sets PeriodicInforminterval to 2 minutes and sets PeriodicinformTime in UTC to 6 minutes
ahead of the current time of the CPE. The CPE should issue at least one Periodic Inform within
three minutes.

Test Setup:

1. Configure the DUT to use the ACS URL settbhe CWMP Analyzer.

2. Connect the DUT and CWMP Analyzer to the network infrastructure.
Procedure:

See IR069i2
Test Metrics:

See IR069i2
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5.105DefaultActiveNotificationThrottle Throttles Active Notifications

Purpose:
This test is designed to verify that thBE delays sending an active notification within
the defined time window after the previous Inform.

Optional Functionality Tag:
Conditionally Mandatory Optional ParameterNotificationThrottle

References:
TR-069al or later
TR-098a2 or later

TestExecution Type:
Manual

Normative Description:

According to Broadband Forum T898 specification, the CPE MUST wait at least a
specified number of seconds before initiating a session for the purpose of delivering an active
notification event.

Test Setup:
1. Configure the DUT to use the ACS URL set on the CWMP Analyzer.
2. Connect the DUT and CWMP Analyzer to the network infrastructure.
Procedure:
See IR069i2
Test Metrics:
See IR069i2
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5.106Inform Parameters Should Match Devicelnfo

Purpose:
The parameter valuascluded in the Inform should match the values returned by
GetParameterValues, specifically the values in the Devicelnfo subtree.

Optional Functionality Tag:
Mandatory- Baseline Protocol

References:
Section A.3.3.1/TR069al or later

Test ExecutionType:
Automated

Normative Description:

According to the Broadband Forum 9 specification, a CPE MUST call the Inform
method to initiate a transaction sequence whenever a session with an ACS is established. The
calling arguments for this method areidetl in Table 34.

Test Setup:
1. Configure the DUT to use the ACS URL set on the CWMP Analyzer.
2. Connect the DUT and CWMP Analyzer to the network infrastructure.
Procedure:
See IR069i2
Test Metrics:
See IR069i2
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5.107Device Times Out If ACS Is Slow

Purpose:
The purpose of this test is to verify that when the CPE does not receive an HTTP response from
the ACS within a 30 second time period, it does not consider the session with an ACS to be
unsuccessfully terminated until the 30 seconds have elapsed.
Optional Functionality Tag:

Mandatory- Baseline Protocol

References:
Section 3.7.1.4 /TR69al or later

Test Execution Type:
Automated

Normative Description:

According to the Broadband Forum 189 specification, the CPE MUST also consider
a sessionmsuccessfully terminated if it has received no HTTP response from an ACS for a
locally determined time period of not less than 30 seconds. If the CPE fails to receive an HTTP
response, the CPE MUST NOT attempt to retransmit the corresponding HTTP requeas$tod
the same session.

According to the Broadband Forum 89 specification, if the CPE for any reason fails
to establish a TCP connection, Fails to send an HTTP message, or fails to receive an HTTP
response, the CPE MUST consider the session ursafattg terminated. The CPE MUST wait
a minimum of 30 seconds before declaring a failure to establish a TCP connection, or failure to
receive an HTTP response.

Test Setup:

1. Configure the DUT to use the ACS URL set on the CWMP Analyzer.

2. Configure the CWMP Aalyzer to not respond with an HTTP Response Inform

Response.

3. Connect the DUT and CWMP Analyzer to the network infrastructure.
Procedure:

See IR069i2
Test Metrics:

See IR069i2

May 2017 © The Broadband Forum. All rights reserved 1370f 155



TR-069 Abstract Test Plan ATP-069Issue2 Corrigendum 1
5.108Use of Certificates in The Absence of &twork Time

Purpose:
This test is designed to verify that the CPE can still make use of Certificate Authentication when
unable to resolvéme over the network

Optional Functionality Tag:
Conditionally Mandatory Secure CWMP Session

References:
Section 3.3 /TRO69al or latr

Test Execution Type:
Automated

Normative Description:

According to the Broadband Forum 189 specification, a CPE SHOULD wait until it
has accurate absolute time before contacting the ACS. If a CPE chooses to contact the ACS
before it has accurate sddute time (or if it does not support absolute time), it MUST ignore
those components of the ACS certificate that involve absolute time, explitbbefore and
notvalid-after certificate restrictions.

Note:
If the CPE does not support obtaining tiower the network but obtains absolute time in
another fashion (e.g. OLT, Satellite), this test case may be omitted.

Test Setup:
1. Configure the DUT to use the ACS URL set on the CWMP Analyzer.
2. Generate certificate for the ACS URlLhat expired in 1969
3. Gererate and install on the DUT a valid certificate for use in authentication with the
CWMP Analyzer.
4. Connect the DUT and CWMP Analyzer to the network infrastructure.
Procedure:
See IR069i2
Test Metrics:
See IR069i2
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5.109DUT receives conterdlength encoding

Purpose:
This test is designed to verify that the DUT can properly receiv6IRessages sent by
an ACS using HTTP 1.1 using contdength.

Optional Functionality Tag:
Mandatory- Baseline Protocol

References:
Section 3.4 /TRO69al or later
RFC 265 section 14.13

Test Execution Type:
Automated

Normative Description:

According to Broadband Forum T869 specification, the DUT must use HTTP 1.1.
HTTP 1.1 allows the use of contdatgth in both requests and responses. The Transfer
Encoding used bthe ACS and the DUT do not need to match.

Test Setup:
1. Configure the DUT to use the ACS URL set on the CWMP Analyzer.
2. Connect the DUT and CWMP Analyzer to the network infrastructure
Procedure:
See IR069i2
Test Metrics:
See IR069i2
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5.110Boolean ParameterConfiguration

Purpose:
This test is designed verify that a CPE can handle a Boolean parameter being set

correctly.

Optional Functionality Tag:
Mandatory

References:
TR-069al, Table 9 Data Types and beyond

Test Execution Type:
Automated

Normative Description:

Tabl e 9 Bool ean, where the all owed value
Al0 and Atrueo are considered interchangeabl e
value true. Similarly, idere@interchdngeabte, widdetdbota nd A f a

equivalently represent the logical value false.

Test Setup:
1. Configure the DUT to use the ACS URL set on the CWMP Analyzer.
2. Choose a valid parameter of type Boolean that is wrif@®eodicinformEnable) and
verifyiti s set to fAfal seo.
3. Connect the DUT and CWMP Analyzer to the network infrastructure.
Procedure:
See IR069i2
Test Metrics:
See IR069i2
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5.111Establish Secured Connection to XMPP Server

Purpose:
This test is designed to verify that the DUT can establsttare and authenticated
connection with an XMPP Server.

Optional Functionality Tag:
Conditionally Mandatory XMPP Connection Request

References:
Section K.2, K.2.1.1/TR69a5 or later
RFC 6120

Test Execution Type:
Automated

Normative Description:
According to Broadband Forum T869 specification, the CPE MUST be able to
establish a secure and authenticated connection to an XMPP Server.

Test Setup:
1. Configure the DUT to use the ACS URL set on the CWMP Analyzer.
2. Configure the DUT to have an XMPP.C@ation object.
3. Configure the DUT6s Management Server objec
object configured in step 2.
4. Connect the DUT, XMPP server or simulator, and CWMP Analyzer to the network
infrastructure.
Procedure:
See IR069i2
Test Metrics:
SeelR-069i2
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5.112Maintain Connection to XMPP Server

Purpose:
This test is designed to verify that the DUT can maintain a secure and authenticated
connection with an XMPP.

Optional Functionality Tag:
Conditionally Mandatory XMPP Connection Request

References:
Section K.2.1/TRD69a5 or later
Section 4.6.1/RFC 6120

Test Execution Type:
Automated

Normative Description:

According to Broadband Forum T869 specification, the CPE MUST maintain the TCP
connection to the XMPReSpracer kkey pat i lvieni mg cthla
Section 4.6.1/RFC 6120 [37] and further described in Appendix 111.5.

Test Setup:
1. Configure the DUT to use the ACS URL set on the CWMP Analyzer.
2. Configure the DUT to have an XMPP.Connection object.
3. ConfiguretheW T6s Management Server object to refe
object configured in step 2.
4. Connect the DUT, XMPP server or simulator, and CWMP Analyzer to the network
infrastructure.
Procedure:
See IR069i2
Test Metrics:
See IR069i2
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5.113SRV Lookup of XMPP Server

Purpose:
This test is designed to verify that the DUT can properly use the DNS SRV lookup
mechanism to resolve the IP address and port number to be used to connect to the XMPP server.

Optional Functionality Tag:
Conditionally Mandatory XMPP Connection Request

References:
Section K.2.1/TRD69a5 or later
Section 3.2.1/RFC 6120

Test Execution Type:
Automated

Normative Description:

According to Broadband Forum T869 specification, the CPE MUST determine the
public IP address of the XMP&erver using the rules defined in Section 3.2/RFC 6120 [37] and
the recommendations described in Appendix I11.4.1.

Test Setup:
1. Configure the DUT to use the ACS URL set on the CWMP Analyzer.
2. Configure the DUT to have an XMPP.Connection object containin{\M#PP server
URI that uses a FQDN instead of an IP address.
3. Configure the DUT6s Management Server objec
object configured in step 2.
4. Configure the DNS server to return a single FQDN and port for the requested XMPP
server SR record.
5. Connect the DUT, DNS Server, XMPP server or simulator, and CWMP Analyzer to the
network infrastructure.
Procedure:
See IR069i2
Test Metrics:
See IR069i2
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5.114Processing of Weighted SRV Entries for XMPP Servers

Note:
This test case was removed.
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5.115Re-establish Connection to XMPP Server

Purpose:
This test is designed to verify that the DUT can reestablish the connection with the
XMPP server in the event of a connection failure.

Optional Functionality Tag:
Conditionally Mandatory XMPP Connectia Request

References:
Section K.2.1/TRD69a5 or later
RFC 6120

Test Execution Type:
Automated

Normative Description:

According to Broadband Forum TB69 specification, if the connection to the XMPP
Server is ever lost, the CPE MUST reestablish the connection as defined in Section 3.3/RFC
6120 [37] and further described in Appendix 111.4.5.

Test Setup:
1. Configure the DUTo use the ACS URL set on the CWMP Analyzer.
2. Configure the DUT to have an XMPP.Connection object.
3. Configure the DUTO0s Management Server objec
object configured in step 2.
4. Connect the DUT, XMPP server or simulator, and CWAMRIyzer to the network
infrastructure.
Procedure:
See IR069i2
Test Metrics:
See IR069i2
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5.116Establish XMPP Connection before CWMP Session

Purpose:
This test is designed to verify that the DUT establishes a connection with the XMPP
Server before initigng the CWMP Session.

Optional Functionality Tag:
Conditionally Mandatory XMPP Connection Request

References:
Section K.2.1/TRD69a5 or later
RFC 6120

Test Execution Type:
Automated

Normative Description:

According to Broadband Forum T8&69 specification, the CPE MUST establish the
Connection Request XMPP connection before est
BOOTo or fAl13 WAKEUPO event codes are to be de
ConnRegJabberID Parameter, thiswillalloh e CPE t o del i ver the appl
CHANGEO event code along with the Al BOOTO or
need for the CPE to immediately establish another CWMP Session for the delivery of said value
change event code.

Test Setup:
1. Corfigure the DUT to use the ACS URL set on the CWMP Analyzer.
2. Configure the DUT to have an XMPP.Connection object.
3. Configure the DUTO0s Management Server objec
object configured in step 2.
4. Connect the DUT, XMPP server or siratdr, and CWMP Analyzer to the network
infrastructure.
Procedure:
See IR069i2
Test Metrics:
See IR069i2
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5.117Successful XMPP Connection Request

Purpose:
This test is designed to verify that the DUT can listen for and properly act upon XMPP
ConnectiorRequest messages.

Optional Functionality Tag:
Conditionally Mandatory XMPP Connection Request

References:
Section K.2.1.3/TR069a5 or later
RFC 6120

Test Execution Type:
Automated

Normative Description:

According to Broadband Forum T869 specification, a CPE conforming to this Annex
MUST listen for XMPP Connection Request messages sent from an allowed list of Jabber IDs
and generated by the XMPP Server specified by the XMPP.Connection instance referenced
within the ManagementServer.ConnR&dIPPConnection Parameter.

Test Setup:
1. Configure the DUT to use the ACS URL set on the CWMP Analyzer.
2. Configure the DUT to have an XMPP.Connection object.
3. Configure the DUT6s Management Server objec
object configured intep 2.
4. Connect the DUT, XMPP server or simulator, and CWMP Analyzer to the network
infrastructure.
Procedure:
See IR069i2
Test Metrics:
See IR069i2
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5.118Invalid XMPP Connection Request

Purpose:
This test is designed to verify that the DUT propéydles receiving an XMPP
Connection Request that is not validated against the eamgpConnRedl-0.xsd schema.

Optional Functionality Tag:
Conditionally Mandatory XMPP Connection Request

References:
Section K.2.1.3/TR069a5 or later
RFC 6120

Test Execution Type:
Automated

Normative Description:

According to Broadband Forum T869 specification, the XMPP Connection Request
message MUST be weibrmed XML and validated against the cwixmppConnReel-0.xsd
(http://www.broadbandforum.org/avmp/cwmpxmppConnRegl-0.xsd).

Test Setup:
1. Configure the DUT to use the ACS URL set on the CWMP Analyzer.
2. Configure the DUT to have an XMPP.Connection object.
3. Configure the DUTO0s Management Server objec
object configured in step 2.
4. Connect the DUT, XMPP server or simulator, and CWMP Analyzer to the network
infrastructure.
Procedure:
See IR069i2
Test Metrics:
See IR069i2
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5.119ConnRegAllowedJabberlDs Parameter Matches

Purpose:

This test is designed to verify that the DUT can listerafat properly act upon XMPP
Connection Request messages based on the ManagementServer.ConnReqgAllowedJabberlDs
Parameter.

Optional Functionality Tag:
Conditionally Mandatory XMPP Connection Request

References:
Section K.2.1.3/TR069a5 or later
RFC 6120

Test Execution Type:
Automated

Normative Description:

According to Broadband Forum T869 specification, a CPE conforming to this Annex
MUST listen for XMPP Connection Request messages sent from an allowed list of Jabber IDs
and generated by the XMPPr&er specified by the XMPP.Connection instance referenced
within the ManagementServer.ConnR&dVIPPConnection Parameter.

Test Setup:
1. Configure the DUT to use the ACS URL set on the CWMP Analyzer.
2. Configure the DUT to have an XMPP.Connection object.
3. Configure the DUTO0s Management Server objec
object configured in step 2.
4. Configure the DUTO6s Management Server. ConnR
contain a single value that matches the Jabber ID of the ACS server.
5. Connecthe DUT, XMPP server or simulator, and CWMP Analyzer to the network
infrastructure.
Procedure:
See IR069i2
Test Metrics:
See IR069i2
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5.120ConnRegAllowedJabberlDs Parameter Does Not Match

Purpose:

This test is designed to verify that the DUT can listen for and properly act upon XMPP
Connection Request messages based on the ManagementServer.ConnReqgAllowedJabberlDs
Parameter.

Optional Functionality Tag:
Conditionally Mandatory XMPP Connection Recpst

References:
Section K.2.1.3/TR069a5 or later
RFC 6120

Test Execution Type:
Automated

Normative Description:

According to Broadband Forum T869 specification, a CPE conforming to this Annex
MUST listen for XMPP Connection Request messagesfisentan allowed list of Jabber IDs
and generated by the XMPP Server specified by the XMPP.Connection instance referenced
within the ManagementServer.ConnR&dVIPPConnection Parameter.

Test Setup:
1. Configure the DUT to use the ACS URL set on the CWMP Arsalyz
2. Configure the DUT to have an XMPP.Connection object.
3. Configure the DUTO0s Management Server objec
object configured in step 2.
4. Configure the DUTO6s Management Server. ConnR
contain a single \lae that does not match the Jabber ID of the ACS server.
5. Connect the DUT, XMPP server or simulator, and CWMP Analyzer to the network
infrastructure.
Procedure:
See IR069i2
Test Metrics:
See IR069i2
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5.121 ConnectionRequestUsername Parameter Does Not Match

Purpose:

This test is designed to verify that the DUT can listen for and properly act upon XMPP
Connection Request messages based on the ManagementServer.ConnectionRequestUsername
Parameter.

Optional Functionality Tag:
Conditionally Mandatory XMPP Connetion Request

References:
Section K.2.1.3/TR069a5 or later
RFC 6120

Test Execution Type:
Automated

Normative Description:

According to Broadband ForumTR6 9 speci fication, the val ue
el ement within the nANWSTmMmaotheé valueRtlpue st 06 el emen
ManagementServer.ConnectionRequestUsername Parameter.

Test Setup:
1. Configure the DUT to use the ACS URL set on the CWMP Analyzer.
2. Configure the DUT to have an XMPP.Connection object.
3. Configure the DUTOs draferenceehmd¥MPP.Sanmestienr o bj ec
object configured in step 2.
4. Configure the DUT6s Management Server. Conne
5. Connect the DUT, XMPP server or simulator, and CWMP Analyzer to the network
infrastructure.
Procedure:
See IR0692
Test Metrics:
See IR069i2
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5.122 ConnectionRequestPassword Parameter Does Not Match

Purpose:

This test is designed to verify that the DUT can listen for and properly act upon XMPP
Connection Request messages based on the ManagementServer.Connectidrdssaust
Parameter.

Optional Functionality Tag:
Conditionally Mandatory XMPP Connection Request

References:
Section K.2.1.3/TR069a5 or later
RFC 6120

Test Execution Type:
Automated

Normative Description:

According to Broadband Forum T669s peci fi cati on, the value o
el ement within the Aconnecti onRequesto el emen
ManagementServer.ConnectionRequestPassword Parameter.

Test Setup:
1. Configure the DUT to use the ACS URL set on the CWMP Analyzer.
2. Configure the DUT to have an XMPP.Connection object.
3. Configure the DUT6s Management Server objec
object configured in step 2.
4. Configure the DUT6s Management Server. Conne
5. Connect the DUT, XMPP seer or simulator, and CWMP Analyzer to the network
infrastructure.
Procedure:
See IR069i2
Test Metrics:
See IR069i2
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Appendix I.  Open Issues

See IR069i2
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Appendix Il.  Test Procedures Removed from this Test Plan

See IR069i2
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Appendix Ill. Test Certificate Generation

See IR069i2

End of Broadband Forubstract Test PlaATP-069
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